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Background	  and	  Mo0va0on	  

•  Deep	  Packet	  Inspec0on	  (DPI)	  enabled	  operators	  to	  examine	  HTTP	  packet	  flows	  
•  End-‐to-‐end	  encryp0on	  renders	  DPI	  ineffec0ve	  	  
•  Long	  term	  objec-ve:	  Monitor	  and	  improve	  user	  QoE	  
•  Our	  objec-ve:	  Use	  encrypted	  packet	  flows	  to	  infer	  user	  QoE	  

4	  

Video	  Providers	  Content	  Delivery	  	  
Networks	  

Network	  	  
Operators	  

End	  Users	  



QoE	  Labels	  and	  Metrics	  

•  Buffer	  Warning:	  Low	  Buffer	  (<20	  sec),	  High	  Buffer	  (>20	  sec)	  
•  Video	  Resolu-on:	  144p,	  240p,	  360p,	  480p,	  720p,	  1080p	  
•  Video	  State:	  Stall,	  Buffer	  Decay,	  Buffer	  Increase,	  Steady	  State	   5	  

Goal:	  Predict	  events	  that	  lead	  to	  QoE	  impairments	  



Outline	  

•  Introduc0on	  and	  Mo0va0on	  
•  Data	  Acquisi-on	  
•  Machine	  Learning	  System	  Design	  
•  Classifica0on	  Results	  
•  Conclusion	  and	  Future	  Work	  
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Data	  Acquisi0on	  

•  YouTube	  IFrame	  API	  collects	  QoE	  
metrics	  
•  Playback	  Region	  (‘Playing’,	  Paused’,	  

‘Buffering’)	  
•  Video	  Resolu0on	  
•  Buffer	  Health	  

•  Network	  Data	  collected	  with	  Tshark	  
•  Both	  network	  and	  QoE	  metrics	  

collected	  on	  the	  laptop	  
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Data	  Acquisi0on	  

•  Collected	  in	  lab	  environment	  for	  10	  min	  
•  Total	  425	  experiments	  
•  40	  different	  videos	  each	  8-‐12	  min	  in	  length	  
•  Each	  has	  resolu0on	  144p-‐1080p	  
•  Sta0c	  Experiments	  

•  Laptop	  located	  in	  a	  fixed	  loca0on	  for	  
en0re	  experiment	  

•  Distance	  up	  70	  f	  from	  AP	  
•  Movement	  experiments	  

•  Laptop	  carried	  around	  corridor	  

8	  

45	  m	  

30	  m	  



Outline	  

•  Introduc0on	  and	  Mo0va0on	  
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Prior	  QoE	  Predic0on	  Systems	  

•  Systems	  use	  ML	  features	  using	  IP-‐layer	  informa0on	  
•  Offline	  models	  

•  Predict	  post	  video	  events	  (e.g.,	  mild	  or	  severe	  stalling)	  
•  [Dimopoulous	  et	  al.	  2016],	  [Orsolic	  et	  al.	  2016],	  [Lin	  et	  al.	  2017]	  ,	  

[Vasilev	  et	  al.	  2018],	  [Mangla	  et	  al.	  2018]	  
•  Online	  models	  

•  Predict	  high	  or	  low	  resolu0on	  
•  [Reed	  et	  al.	  2017],	  [Mazhar	  et	  al.	  2018],	  [Tsilimantos	  et	  al.	  2018]	  
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Develop	  system	  based	  on	  IP-‐layer	  features	  from	  prior	  work	  



IP-Layer Features
•  121	  IP-‐Layer	  Features	  

•  Total	  bytes	  and	  packets	  in	  uplink/downlink	  in	  past	  100	  ms	  
•  For	  highest	  3	  servers	  in	  throughput	  (For	  experiments	  that	  use	  more	  than	  1	  

YouTube	  server)	  
•  Total	  bytes	  and	  packets	  in	  uplink/downlink	  in	  past	  100	  ms	  
•  Transport	  Protocol	  
•  For	  each	  of	  the	  windows	  of	  length	  1,10,60,120,	  and	  200	  sec	  

•  Average	  throughput	  in	  uplink/downlink	  
•  Total	  number	  of	  packets	  in	  uplink/downlink	  
•  %	  of	  100-‐ms	  slots	  without	  any	  traffic	  in	  uplink/downlink	  (Bursts)	  

•  Tested	  with	  Neural	  Networks	  and	  Random	  Forest	  with	  similar	  accuracy	  
•  Random	  Forest	  can	  be	  implemented	  with	  simples	  rules	  for	  classifica0on	  in	  

real	  0me	  
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IP-‐Layer	  Feature	  Performance	  

Video	  State	   IP-‐Layer	  features	  

Precision	   Recall	  

Stall	   31%	   7%	  

Buffer	  Decay	   32%	   16%	  

Buffer	  Increase	   64%	   57%	  

Steady	  State	   57%	   80%	  

Accuracy	   55%	  

Resolu-on	   IP-‐Layer	  features	  

Precision	   Recall	  

144p	   13%	   7%	  

240p	   14%	   10%	  

360p	   14%	   9%	  

480p	   24%	   33%	  

720p	   24%	   30%	  

1080p	   22%	   20%	  

Accuracy	   21%	  

Buffer	  
Warning	  

IP-‐Layer	  features	  

Precision	   Recall	  

Buffer	  
Warning	  

51%	   11%	  

No	  Buffer	  
Warning	  

86%	   98%	  

Accuracy	   84%	  

•  4-‐fold	  cross	  valida0on	  on	  40	  clips	  	  
•  30	  clips	  in	  training	  set,	  10	  clips	  in	  test	  set	  
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Why	  is	  predic0on	  with	  IP-‐layer	  sta0s0cs	  so	  awful?!	  
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Why	  is	  predic0on	  with	  IP-‐layer	  sta0s0cs	  so	  awful?!	  

720p	  144p	   14	  



Can	  domain	  knowledge	  improve	  accuracy?	  

… 

Chunk Duration 
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Chunk	  Detec0on	  Algorithm	  

Save	  previous	  chunk	  sta0s0c	  

Start	  new	  chunk	  –	  GET	  Request:	  Epoch	  Time,	  Size,	  and	  Protocol	  	  

Update	  download	  info	  –	  Chunk	  Download	  End	  0me	  	  
	   	   	   	  	  	  	  	  	  	  	  	  	  Chunk	  Size	  +=	  Packet	  Size	  
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Ini0alize	  download	  info	  –	  Chunk	  Download	  Start	  Time	  	  
	   	   	   	   	  	  	  Chunk	  Size	   	  	  	  	  	  	  Packet	  Size	  



Key	  Observa0ons
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•  4%	  Audio	  chunks	  associated	  to	  Stall	  or	  Decay	  states	  
•  Audio	  chunk	  size	  is	  consistent	  	  
•  Chunk	  dura0on	  exhibits	  correla0on	  with	  video	  state	  
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Key	  Observa0ons
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•  9%	  Video	  chunks	  associated	  to	  Stall	  or	  Decay	  states	  
•  Chunk	  size	  increases	  as	  resolu0on	  increases	  from	  144p	  to	  480p	  then	  stays	  constant	  
•  Chunk	  dura0on	  constant	  for	  144p	  to	  480p	  then	  decreases	  
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Chunk-‐based	  Features	  
Ø  Total	  number	  of	  audio/video	  chunks	  in	  windows	  represen0ng	  the	  immediate	  past	  

10,	  20,	  …,	  200	  sec	  
Ø  Average	  audio/video	  chunk	  size	  in	  windows	  represen0ng	  the	  immediate	  past	  10,	  

20,	  …,	  200	  sec	  
Ø  Average	  audio/video	  download	  0me	  in	  windows	  represen0ng	  the	  immediate	  past	  

10,	  20,	  …,	  200	  sec	  
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Requet	  

20	  

Model  
Training 

QoE  
Prediction 

Models 

Feature Extraction 

Measure 
Accuracy 

Training 

Evaluation 

Video 
Labeling 

Video 
Labeling 

Video 
Labeling 

Data Acquisition  

Trace Collection 

Trace Collection 
Packet 
Traces 

Packet 
Traces 

QoE Metrics 

QoE Metrics 

•  Add	  Chunk	  Detec0on	  Algorithm	  
into	  the	  system	  



ChunkDetection 

Model  
Training 

ChunkDetection Feature Extraction 
QoE  

Prediction 
Models 

Feature Extraction 

Measure 
Accuracy 

Training 

Evaluation 

Requet 

Video 
Labeling 

Video 
Labeling 

Video 
Labeling 

Data Acquisition  

Trace Collection 

Trace Collection 
Packet 
Traces 

Packet 
Traces 

QoE Metrics 

QoE Metrics 

Requet	  
•  Chunk	  level	  features	  only	  
•  IP-‐Layer	  features	  
•  Requet	  features	  represen0ng	  

the	  immediate	  past	  10,	  20,	  …,	  
200	  sec	  
•  Total	  number	  of	  audio/video	  

chunks	  	  
•  Average	  audio/video	  chunk	  

size	  
•  Average	  audio/video	  

download	  0me	  
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Requet	  Performance	  –	  Video	  State	  

Requet	  

Precision	   Recall	  

Stall	   70%	   51%	  

Buffer	  Decay	   78%	   78%	  

Buffer	  Increase	   80%	   84%	  

Steady	  State	   90%	   92%	  

Accuracy	   84%	  
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IP-‐Layer	  features	  

Precision	   Recall	  

Stall	   31%	   7%	  

Buffer	  Decay	   32%	   16%	  

Buffer	  Increase	   64%	   57%	  

Steady	  State	   57%	   80%	  

Accuracy	   55%	  



Requet	  Performance	  –	  Video	  Resolu0on	  

Requet	  

Precision	   Recall	  

144p	   80%	   79%	  

240p	   68%	   64%	  

360p	   49%	   64%	  

480p	   64%	   63%	  

720p	   60%	   54%	  

1080p	   75%	   76%	  

Accuracy	   66%	  
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IP-‐Layer	  features	  

Precision	   Recall	  

144p	   13%	   7%	  

240p	   14%	   10%	  

360p	   14%	   9%	  

480p	   24%	   33%	  

720p	   24%	   30%	  

1080p	   22%	   20%	  

Accuracy	   21%	  



Requet	  Performance	  –	  Buffer	  Warning	  

Requet	  

Precision	   Recall	  

Buffer	  
Warning	  

79%	   68%	  

No	  Buffer	  
Warning	  

94%	   96%	  

Accuracy	   92%	  

IP-‐Layer	  features	  

Precision	   Recall	  

Buffer	  
Warning	  

51%	   11%	  

No	  Buffer	  
Warning	  

86%	   98%	  

Accuracy	   84%	  



Does	  Requet	  generalize?	  
•  Group	  A:	  Sta0c	  and	  movement	  in	  the	  lab	  	  
•  Group	  B:	  Sta0c	  	  

•  B1	  in	  an	  apartment	  in	  NYC	  
•  B2	  in	  a	  house	  in	  India	  

•  Group	  C:	  Short	  clips	  in	  the	  lab	  
•  Group	  D:	  Long	  clips	  in	  the	  lab	  

Group	   Clip	  Length	   Experiment	  Length	   No.	  of	  Unique	  Clips	  

A	   8	  –	  12	  min	   10	  min	   40	  

B	   8	  –	  12	  min	   10	  min	   10	  

C	   3	  –	  5	  min	   5	  min	   5	  

D	   23	  –	  120	  min	   30	  min	   5	  
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Does	  Requet	  generalize?	  
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Group	  A:	  Sta0c	  and	  movement	  in	  the	  lab	  	  
Group	  B1	  in	  an	  apartment	  in	  NYC	  
Group	  B2	  in	  a	  house	  in	  India	  

Group	  C:	  Short	  clips	  in	  the	  lab	  
Group	  D:	  Long	  clips	  in	  the	  lab	  



Summary	  

•  Requet	  using	  chunk-‐based	  features	  exhibit	  significantly	  improved	  
predic0on	  performance	  over	  system	  using	  IP-‐layer	  features	  

•  Requet	  QoE	  models	  generalize	  to	  different	  network	  environments	  
and	  unseen	  clips	  

•  Future	  Work	  
•  Evaluate	  over	  LTE	  networks	  
•  Evaluate	  with	  addi0onal	  services	  (e.g.,	  Newlix)	  
•  Improve	  algorithm	  resilience	  to	  changes	  from	  content	  provider	  
•  Determine	  required	  accuracy	  of	  Requet	  to	  improve	  video	  QoE	  
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Thank You! 
Requet: Real-Time QoE Detection for Encrypted YouTube Traffic 
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