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Summary
In order to develop algorithms that identify power grid
vulnerabilities, there is a need to evaluate their performance with real grid topologies. However, due to security
reasons, such topologies (and particularly, the locations
of the nodes and edges) may not be available. Therefore, we focus on a method for generating test networks
with similar characteristics to the real grid. Small-world
and scale-free networks [1, 7] are two of the models that
were suggested for representing power grids. However,
[4] showed that none of these models can properly represent the U.S. Western Interconnection (WI) power grid
transmission network (see Fig. 1). An alternative model
was proposed in [6] but does not consider the nodes’ spatial distribution. While there are models for generating
spatial networks [2], most of them were not designed to
generate networks with properties similar to the power
grid. Hence, we present a procedure to generate synthetic
networks with similar structural properties and spatial
distribution to the WI. It is based on a Gaussian Mixture
Model (GMM) that generates the positions of the nodes
and a Quadratic Discriminant Analysis (QDA) that is
used to connect them. We show that obtained networks
have properties similar to the ones of the real grid.

Figure 1: The U.S. Western Interconnection (WI) power grid
with 13992 buses (nodes) and 18681 lines (edges) [3].

the GMM for clustering the points in our data set which
represents the WI.1 To apply GMM to our data set, we
used the mclust library in R to divided the WI into 27
clusters and obtained the mean and variances (µk , Σk )
of the nodes in the cluster k = 1, . . . , 27, along with the
categorical probability of the clusters π = (π1 , . . . , π27 ).
Connections between the Nodes

Fig. 2 illustrates the degree distribution of the nodes in
the WI. It can be seen that the distribution is heavytailed, and therefore, we used linear regression with the
nodes whose degree is greater than 3 (in log-log scale)
to obtain the exponent (= −3.4). We also observed that
overall the distribution of the degrees is very similar to the
Positions of the Nodes
response function of the second order system in control
a
The positions of the nodes, denoted by xi ∈ R2 (i = theory in the form of √
. Hence, we fit
((a−d2 )2 +(pd)2 )
1, . . . , 13992 in the WI), in the power transmission neta
P(d) ∝ √
with parameters p = 4 and
((a−d3.4 )2 +(pd1.7 )2 )
work are correlated with populations and geographical
a = 30.54 to the degree distribution of the nodes. As can
properties (see for example Fig. 1). Thus, the nodes can
be seen in Fig. 2, the blue dashed line representing this
be clustered into groups based on their geographical proxfunction fits the degree distribution in the WI very well.
imity. There are several clustering techniques that can be
We observed the distribution of log-length of the lines
used. However, we are interested in generating similarly
(log
|xi − xj |) in the WI and realized that a Gaussian
distributed set of points on the plane. Hence, we use
distribution is a good fit for the log-length of the lines.
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1 The

data is from the Platts Geographic Information System
(GIS) [5] (for more details, see [3, Section VI]).
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Figure 2: The degree distributions of the nodes in WI (in
Figure 3: A network generated using the GSN Algorithm.
log-log scale). A (red) solid line with slope −3.4 is fitted to
Table
1: Summary of networks properties. All the networks
the distribution of nodes with degree greater that 3. A (blue)
have
13992
nodes.
dashed line shows the fitted probability distribution function
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Western Interconnection
GSN Algorithm
Random network
Scale-free network
Small-world network

Procedure 1: Connecting nodes based on QDA
Input:n, xi for i = 1, . . . , n.
1: For all i sample di from the probability distribution
a
.
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3.4 2
1.7 2
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) +(pd

18681
18672
19665
27981
27984

0.053
0.043
0.0001
0.001
0.353

18.46
22.13
9.81
4.42
12.97

Evaluation

) )

2: for each i do
3:
Connect node i to di other nodes selected with probability
proportional to PQDA (yij = 1|xi , xj ) × 1{dj > 0}.
4:
Update di ← 0 and dj ← dj − 1 for all nodes j connected
to node i in the previous step.

two nodes should be connected (based on their distances).
Thus, we fit a QDA model to find the probability that
two nodes are connected (yij = 1, if nodes i, j are connected, and yij = 0, otherwise) based on their distance:
PQDA (yij = 1|xi , xj ). Considering these observations, we
introduce Procedure 1 to connect nodes.
Algorithm: Generating Synthetic Network (GSN)
Input:n.

Two of the most important network properties are the
average path length (denoted by L) and the clustering
coefficient (denoted by C). We use these along with the
number of nodes and edges to evaluate the structural
similarities of the generated networks and the WI network
(an example of a generated network appears in Fig. 3).
For comparison, we also generated a random network, a
scale-free network, and a small-world network.2 As can
be seen in Table 1, the network generated by the GSN
Algorithm has very similar number of edges and very
similar C and L values to the WI network. The values
of C and L for other networks with the same number of
nodes significantly differ from the WI’s values.
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