








Algorithm 1 Worst-Case Line Segment Cut in the General
Model (WLGM)
1: input: h, height of cut
2: worstCaseCapacityCut < 0
3 L—{}
4: for every link intersection [z, yx] do
5
6

for every node i such that [z;,y;] Z [ =k, yx] do
L = LU {cut that has an endpoint on [z, yx] and contains

[z, y:]}
7:  for every (7, 7j) do
8: L = LU{cuts that have an endpoint on [x, yx] and another

endpoint on (4, j) }
9: for every (i, ) and node k do

10:  for every node [ such that £ #Z [ do

11: L = L U {cuts that have an endpoint on (7, j) and contain
[k, yx] and [21, wi]}

12:  for every (m,n) do

13: L = L U {cuts that have an endpoint on (i,7), another
endpoint on (m,n), and contain [zx, yx]}

14: for every cuty,([zx, yi], [vk, wi]) € L do

15: call evaluateCapacityofCut(xy, yi, vi, wr)

16: return cutj

Procedure evaluateCapacityofCut(zy, yi, vk, wi)

17: capacityCut < 0

18: for every (i, j) do

19: if zi5([wx, Y&, [k, wi]) = 1 then

20: capacityCut «— capacityCut + ¢;;pi;

21: if capacityCut > worstCaseCapacityCut then

22: cuty «— cutp([xk, yl, [vk, wk])

23:  worstCaseCapacityCut «— capacityCut

Before proving the theorem we present some lemmas to
reduce the set of candidate worst-case cuts.

Lemma 1: There exists a worst-case cut that contains a node
or has an endpoint at a link intersection.

Proof: Let cuty, be a worst-case cut with endpoints given
by [xX*,y*] and [v*,w*]. We now define some useful terminol-
ogy. Let the links that intersect cut, closest to the endpoint
[x*,y*] be given by (i ,J ) and let the closest point where
they intersect cut; be given by [X ,y |. Let those links which
intersect cuty, furthest from the endpoint [X*,y*] be given by
(i ,j ) and let the closest point where they intersect cut;, be
given by [X ,y ]. We consider two cases, one where either
(i ,j )or (i ,j ) arenot unique and the other where (i ,j )
and (i ,j ) are unique.

In the first case, either (i ,j ) or (i ,j ) are not unique
for cutj. Without loss of generality, we assume (i ,J ) is not
unique. We consider cuty, which is a translated version of cut;:
such that it has an endpoints on [X ,y ] and on [V* +X —
X*,W* +y —y*]. Since there exist no links between [X*,y*]
and [X ,y ], we know cutj, intersects at least as many links as
cut;; and thus is a worst-case cut. Fig. 2 shows the analogous
case for the bipartite model.

In the second case, (i ,J ) and (i ,j ) are both unique
for cuty. If cut;, contains a node, the lemma is satisfied. In
the following, assume cutj, does not contain a node. Now we
consider cuty, ([X*+a,y* +b], [v*+a, w* +b]) and cuty ([x* —
c,y* —d], [v* —c,w* —d]) to be translated versions of cut;:
such that (i) sign(a) = sign(c) and sign(b) = sign(d), (ii)
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Fig. 3. cut ;L contains a node as well as intersects all links which cutj does.

there does not exist any nodes in the parallelogram defined by
cuty; and cutf, (which we denote “parallelogram B”) except
those contained in cutf, and in the parallelogram defined by
cutf and cutf (which we denote “parallelogram C”) except
those contained in cut{/, and (iii) no link intersects (i ,j ) or
(i ,J ) in either parallelogram except on cuty, or cuty . Since
a node does not exist within the interior of either parallelogram
all links intersected by cut;; must also cut one of the other three
edges of each parallelogram.

Now choose the maximum a and C such that the edge
(x*,y*], [x* + a,y* + b]) of parallelogram B and the edge
([x*,y*], [x*—c,y*—d]) of parallelogram C are both parallel to
the link (i ,j ) and the parallelograms satisfy the constraints in
the paragraph above. This implies both cut, and cut] contain
a node or contain a point where (i ,j ) or (i ,j ) intersects
a link. Since (i ,j ) is parallel to both edges ([x*,y*], [X* +
a,y* +b]) and ([x*,y*],[x* —c,y* —d])) and since (i ,j )
can cut at most one of the edges ([v*, w*], [v*+a, w* +b]) and
([v*, w*], [v* —c,w* —d]) or be parallel to them (as they both
lay on the same straight line), we know at least one of cuty,
or cuty intersects the same links that are intersected by cut;;.
Therefore, we can choose a, b, ¢, and d such that either cutf1
or cuty is a worst-case cut and (i) contains a node (Fig. 3)
or (ii) contains a point where (i ,j ) or (i ,j ) intersects a
link. In the latter case, we can translate this worst-case cut in
a similar fashion to the first case to construct a worst-case cut
which satisfies the lemma. |

We now consider two cases of worst-case cuts. The first case
is a worst-case cut which has an endpoint at a link intersection.
The second case is a worst-case cut which contains a node. In
both cases, let the node or link intersection that is in the cut
be denoted by A. Lemma 2 considers the first case where A is
a link intersection.

Lemma 2: 1If there exists a worst-case cut that has an end-
point on A, then (i) there exists a worst-case cut that has an
endpoint on A and has its other endpoint on a link or (ii) there
exists a worst-case cut that has an endpoint on A and contains
a node that is not A.

Proof: Assume there exists a worst-case cut with endpoint
A, denoted by cuty,. Therefore, the other endpoint of cut;, must
be on the boundary of a circle of radius h. Denote by 0 the
angle of cut) in some coordinate system. Denote by 8; the
angles from A to all nodes inside the circle and all intersections
of links with the circle (including links tangent to the circle).
Choose 6" = 6; such that j = argmin; |8 —8;|. Choose cuty, to
be the cut with endpoint at A and having length h and angle 8.
By definition of 6" and the 6; s, all links intersecting cut;, must
also intersect cuty, (because between 8 and 6’ no link intersects



cut;
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Fig. 4. Translate cut} along its own direction until one of its endpoints
intersects a link; we call this new cut cut). Because every link remains
intersected during translation, cut’h intersects all links Cut;i does.

with the circle and there exists no node within the interior of
that sector). Thus, cut{1 is a worst-case cut. [ |

The following two lemmas consider the second case where
A is a node.

Lemma 3: If there exists a worst-case cut that contains A
then there exists a worst-case cut that contains A and has an
endpoint on some link.

Proof: Let cut;, be a worst-case cut that intersects A
with endpoints given by [x*,y*] and [v*,w*]. Let the links
that intersect cut/ closest to the endpoint [X*,y*] be given
by (i ,j ) and let the closest point where they intersect cuty,
be given by [X ,y ]. We consider cutj, which is a translated
version of cut; such that it has endpoints at [X ,y | and at
[V*4+X —X*,w*+y —y*]. Since there exist no links between
[x*,y*] and [X ,y ], and because the same line contains both
cuty and cutf,, we know that every link which intersects cut;:
also intersects cuty, in the same location. Thus, cuty, is a worst-
case cut which contains A and has an endpoint on a link (this
endpoint is [X ,y ]). [ |

Lemma 4: If there exists a worst-case cut that contains A
and has an endpoint on a link, then there exists a worst-case
cut which contains A, has an endpoint on a link, and at least
one of the following holds: (i) the cut contains a node that is
not A, (ii) one of the cut endpoints is also a link intersection
that is not A, or (iii) the cut has both endpoints on links.

Proof: Let cut;, be a worst-case cut such that it contains
A and has an endpoint on a link. If cut}; has an endpoint on
A, then Lemma 2 implies Lemma 4. Assume cutj, contains
A and has an endpoint on a link and does nor have an
endpoint on A. Denote the link which contains this endpoint
by L, and its endpoints by [X1,Y1] and [Xg,Ys]. Denote the
point at which cut} intersects L by [Xg,Yo]. Now ‘slide’ the
endpoint of cuty; along L so that this new cut still contains
A. That is, consider the cut, of length h, with endpoint at
[ax; + (1 —a)Xp, ay; + (1 — a)yp] and passing through A, for
0 <a < 1. For a = 0 this is just cut). We slide along L by
increasing a until a new cut, called cuty,, either has an endpoint
that is h away from A (we cannot slide further) or cutj, can no
longer satisfy > ) Pij Cij cutf, = >Gj ) Pij Cij cuty. In the
first case, the cut has both endpoints on links. In the second
case, cut{, may no longer be able to slide along L and be a
worst-case cut, if cutf1 has an endpoint on L which is a link
intersection (considered in Lemma 2), cut{1 intersects a node
which is not A, or cutj, has an endpoint on L and the other

Fig. 5. Slide an endpoint of cutj right along L until it intersects a link
intersection. This new cut is the Cut’h on the right. We can also slide and
endpoint of cutj left along L until it intersects a node. This new cut is the
cut), on the left.

cutj
heut),

Fig. 6. Slide an endpoint of cutj along the top link until it can no longer
intersect the bottom link. This new cut is cut’, .

endpoint on a link (a link ‘goes out of reach’ from L). The first
two possibilities are demonstrated in Fig. 5. They imply cutj,
can have endpoint on a link intersection or can contain another
node that is not A. Fig. 6 shows cutf, which contains A and
has both endpoints on links. This can occur when an endpoint
of cuty, slides along L and the other endpoint intersects a link.

|

Using the lemmas above we now prove Theorem 1.

Proof of Theorem 1: The lemmas presented in this section
imply we only need to consider a polynomially sized set of
cuts. By Lemma 1 there are two possible cases of worst-case
cuts. The first case is a worst-case cut which has a endpoint at
a link intersection. The second case is a worst-case cut which
contains a node. In the first case, Lemma 2 implies that for
every link intersection, O(N4), there exists a possible worst-
case cut for every link and node, O(N 2). In the second case,
Lemmas 3 and 4 imply that for every node-link pair (A and
some link L), O(NS), there exist several possible worst-case
cuts for every node and link, O(N?2). Since naively checking
each cut for the total cut capacity takes O(N?), the algorithm
has a total running time of O(N®) (the first case provides the
greatest running time). |

It should be noted that similarly to the bipartite case, al-
though the algorithm finds a worst-case cut, there may be other
worst-case cuts with the same value. However, there cannot be
a cut with a better value than the one obtained by the algorithm.

B. ATTR, MFST, and AMF Performance Measures

As mentioned in Section III-B, the formulation of the GNIL
Problem, presented in (1) should be slightly modified in order
to accommodate the ATTR, MFST, and AMF performance
measures. We now briefly discuss how the algorithm has to
be modified in order to obtain results for these problems. In
Section VII, we present numerical results obtained using these



modified algorithms. Using the lemmas and theorem above, it is
easy to show that only a polynomial number of candidate cuts
need to be checked in order to find the worst-case cut under any
of the performance measures. This is due to the fact that the
performance measures are monotonic. Therefore, any additional
link removed/added only increases/decreases the measure and
all the arguments supporting our lemmas still hold.

For each potential cut some links and/or nodes are removed.
Hence, one has to update the network adjacency matrix. Then,
different operations have to be performed for each measure:

o ATTR - If the network is fully connected, the value of
ATTR is 1. Otherwise, one has to sum over all components
the value of k(k — 1), where K is the number of nodes in
each of the components. Then the sum has to be divided by
N (N — 1). In order to verify connectivity or to count the
number of nodes in each component, Breadth First Search
(BFS) algorithm or the adjacency matrix eigenvalues and
eigenvectors can be used.

o MFST - Run a max-flow algorithm (e.g., O(N?) [1]).

e AMF - Run a max-flow algorithm for any node pair.

VI. WORST-CASE CIRCULAR CUT — GENERAL MODEL

In this section we present a polynomial time algorithm for
finding a solution of the GNIC Problem; i.e., for finding a
worst-case circular cut in the general model. We show that we
only need to consider a polynomial-sized subset of all possible
cuts. We focus on the TEC performance measure and then
briefly discuss how to obtain a worst-case cut for the other
performance measures. In this section, a worst-case cut refers
to a worst-case circular cut.

Before proceeding, note that the set of all possible cuts is
compact and the objective function in (2) takes on a finite num-
ber of bounded values. This leads to the following observation.

Observation 2: There always exists an optimal solution to
(2) (i.e., a worst-case cut).

Below, we present an algorithm which finds a worst-case
circular cut under the TEC measure in the general model.

In order to prove the following theorem, we present a number
of lemmas that reduce the set of candidate worst-case cuts. Due
to space constraints, all the proofs in this section are omitted
(they can be found in [21]).

Theorem 2: Algorithm WCGM has a running time of
O(N®) and finds a worst-case circular cut which is a solution
to the GNIC Problem.

Lemma 5: 1If there exists a worst-case cut, denoted by cut;,
which intersects exactly one link, then there exists a worst-case
cut, denoted by cut;, which intersects that link at exactly one
point such that [x’,y’] lies on the line which contains the link.

Lemma 6: If there exists a worst-case cut that intersects at
least two links, then there exists a worst-case cut, denoted by
cut;, that intersects at least two links at exactly one point each
and at least one of the following holds: (i) at least two of the
points are distinct and are not diametrically opposite, (ii) at
least two of the points are distinct and one of them is a node,
or (iii) [X/,y’] lies on a line which contains one of the two
links.

Algorithm 2 Worst-Case Circular Cut in the General Model
(WCGM)

1: input: r, radius of cut

2: worstCaseCapacityCut <« 0

33 L—{}

4: for every (i,7) do

5. L= LU{center [z, yx] of every circle that intersects (¢, j)
at exactly one point and is centered on the line which contains

(i,9)}

6:  for (k,1) such that (¢,5) #(k,[) do

7: if (7, j) is parallel to (k,[) then

8: L = L U {center [zk,yx] of every circle having node 4
or j on its boundary that intersects (k,[) at exactly one
point}

9: else

10: L = L U {center [z, yx] of every circle that intersects

(i, 7) and (I, k) at exactly one point each such that these
points are distinct}

11: for every (zg,yx) € L do

12:  call evaluateCapacityofCut(zy, yi)

13: return cut;

Procedure evaluateCapacityofCut(zy, yi)

14: capacityCut < 0

15: for every (i, j) do

16:  if minimum distance from (%, j) to [z, yx] is < r then

17: capacityCut «— capacityCut + c¢;;p;;

18: if capacityCut > worstCaseCapacityCut then

19:  cut; « cut,(xk, yx)

20:  worstCaseCapacityCut «— capacityCut

The proof of the lemma above is similar to the proofs of
the lemmas in Section V. Essentially, it is shown that we can
translate a worst-case cut such that it remains a worst-case cut
and satisfies the properties in the lemma.

Lemma 7: There are at most 20 circles of radius r which
intersect two non-parallel line segments of positive length at
exactly one point each such that these points are distinct.

Note that the bound above is a simple upper bound on the
number of possible circles and can possibly be further reduced.

As mentioned in Section III-B, the formulation of the GNIC
Problem, presented in (2), can be slightly modified in order
to accommodate the ATTR, MFST, and AMF performance
measures. This modification is done in exactly the same way
as it was done for the GNIL Problem (see Section V-B).

VII. NUMERICAL RESULTS

In this section we present numerical results that demonstrate
the use of the algorithms presented in sections V and VI
These results shed light on the vulnerabilities of a specific fiber
network. Clearly, the algorithms can be used in order to obtain
results for additional networks or for a combined fiber plant of
several operators. The results were obtained using MATLAB.

We used Algorithm WLGM, presented in Section V, to
compute worst-case cuts under the TEC, ATTR, MFST,
and AMF performance measures for a fiber plant of a major
network provider [16]. In all cases, we found that the results
are intuitive. We also used Algorithm WCGM, presented in
Section VI, to compute worst-case circular cuts under the MFST
performance measure for the same fiber plant. We found these



Fig. 7. Line segments cuts optimizing T"EC for h = 2 - the red cuts maximize
TEC and the black lines are nearly worst-case cuts.

Fig. 8. Line segments cuts optimizing the ATT R for h = 2 - the red cuts
minimize ATT R and the black lines are nearly worst-case cuts.

circular cuts are in similar locations to their line segment
counterparts. All distance units mentioned in this section are in
longitude and latitude coordinates (one unit is approximately
60 miles) and for simplicity we assume latitude and longitude
coordinates are projected directly to [X,y] pairs on the plane.
We also assume that all the link capacities are equal to 1.

Fig. 7 presents line segment cuts of h = 2 which maximize
the TEC performance measure. As expected, we find that
TEC is large in areas of high link density, such as areas in
Florida, New York, and around Dallas. Fig. 8 presents line
segment cuts of h = 2 which minimize the AT T R performance
measure. ATTR is smallest where parts of the network are
disconnected, such as at the southern tip of Texas, Florida
and most of New England. This is intuitive since in order to
decrease the AT TR, the graph must be split and under a small
cut, only small parts of the graph can be removed.

Fig. 9 illustrates line segment cuts of h = 4 which minimize
the MFST performance measure between Los Angeles (S)
and New York City (NYC) (t). Removal of the s and t nodes
themselves is not considered as this is a trivial worst-case
cut. We found that MFST is smallest directly around Los
Angeles and NYC as well as in Colorado, Utah, Arizona, New
Mexico, and Texas. There are also cuts in the East Coast which
completely disconnect NYC from Los Angeles without actually
going through NYC. The cuts in the southwest are intuitive
since the network in that area is very sparse. In some sense,
the fact that in this case we obtain expected results validates
the assumptions and approximations.

We note that different networks (e.g., networks in Europe or
Asia) have a different structure than the sparse structure of the
southwest U.S. network. In such cases, the solution will not

Fig. 9. Line segments cuts optimizing M F'ST between Los Angeles and
NYC for h =4 - the red cuts minimize M F'ST and the black lines are nearly
worst-case cuts. Cuts which intersect the nodes representing Los Angeles or
NYC are not shown.

Fig. 10. Line segments cuts optimizing the AM F' for h = 2 - the red cuts
minimize AM F' and the black lines are nearly worst-case cuts.

be straightforward. In order to demonstrate it, we will discuss
below the MSFT measure between NYC and Forth-Worth.
Before that, we present in Fig. 10 line segment cuts of h =
2 which minimize the AMF performance measure. AMF is
smallest in the southwest as well as in Florida and New York.
Finally, we tested how line segment cuts compare to circular
cuts. Using Algorithm WCGM we found circular cuts of r = 2
which minimize the MF ST performance measure between Los
Angeles and NYC (see Fig. 11). Our results were similar to the
line segment case; worst-case circular cuts were found close
to both to Los Angeles and NYC. The southwest area also
appeared to be vulnerable, just as in the line segment case.
As mentioned above, we tested the MFST measure for
circular cuts between Fort Worth and NYC (see Fig. 12). Due to

Fig. 11. The impact of circular cuts of radius 2 on the M F'ST between Los
Angeles and NYC. Red circles represent cuts that result in M/ F'ST = 0 and
black circles result in M F'ST = 1. Cuts which intersect the nodes representing
Los Angeles or NYC are not shown.
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