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Background

• Deployment of various DERs in Power Grids:
- Rapid deployment of distributed energy resources (DERs)
- Power system operation heavily relies on information communication technologies (ICT) à Increase vulnerability
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Abstract— The urgent need for the decarbonization of power

girds has accelerated the integration of renewable energy.

Concurrently the increasing distributed energy resources (DER)

and advanced metering infrastructures (AMI) have transformed

the power grids into a more sophisticated cyber-physical system

with numerous communication devices. While these transitions

provide economic and environmental value, they also impose

increased risk of cyber attacks and operational challenges. This

paper investigates the vulnerability of the power grids with high

renewable penetration against an intraday false data injection

(FDI) attack on DER dispatch signals and proposes a kernel

support vector regression (SVR) based detection model as a

countermeasure. The intraday FDI attack scenario and the

detection model are demonstrated in a numerical experiment

using the HCE 187-bus test system.

I. INTRODUCTION

A. Background

Along with the rapid deployment of distributed energy
resources (DERs), power system operation heavily relies
on information communication technologies (ICT) as shown
in Fig. 1 [1]. DERs such as energy storage and small-
scale generators receive dispatch signals from the energy
management system (EMS) and consumer-side resources
such as electric vehicles and demand response also contribute
to the increase in the number of ICT devices involved in
power grid operations. While the DERs generally provide
economic benefits to the electricity suppliers and consumers,
the power grid is more exposed to cyber attacks through
the ICT devices. For example, in 2015, a coordinated cyber
attack against the ICT network and devices in the distribution
grid caused blackouts in three different regions in Ukraine
for more than seven hours [2].

Meanwhile, renewable integration and decarbonization of
the power grid have significantly increased the system’s
operational difficulties. The intermittent nature of clean, but
weather-dependent energy resources such as wind turbine
and photovoltaic (PV) generators increase the need in ramp-
ing resources to handle the variability and system reserves
to address the subsequent uncertainty. At the same time,
the profitability of conventional flexibility resources such as
coal and gas power plants has been aggravated, making it
more challenging to secure an adequate amount of balancing
resources [3]. In practice, California ISO which is known
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Fig. 1. Various DERs and connecting communication links to the
EMS. Potential intraday FDI attacks targeting the communication
links and detection algorithm for EMS are also illustrated.

for its aggressive PV integration is facing the so-called
duck curve phenomenon which refers to the shape of the
net load (total demand minus renewable generation) profile
with a high solar penetration including a rapid ramp-up
due to the reduction in solar generation around sunset. The
maximum three-hour ramping requirement was predicted to
be 13GW/3hr for the year 2020 in 2013, but the actual
value turned out to be 17GW/3hr [4]. This trend is currently
observed mostly among the renewable pioneers such as
power grids in California and Texas, and will accelerate
along with the installation of more PV generation. The steep
net load ramp-up requires the power grid to operate with
small system reliability and resilience margins, and in turn,
increases the system vulnerability to unexpected events such
as cyber attacks.

B. Related work

A range of cyber attacks in power grids have been
investigated in the literature [5]–[14]. A denial of service

(DoS) attack that renders the entire communication network
in the grid unavailable by injecting meaningless packets
was presented in [5]–[7]. A replay attack which records
the reading of sensors and repeats these historical values
was studied in [8]–[10]. The most extensively examined
type of attack is a false data injection (FDI) attack [13]–
[15]. FDI attacks attempt to change the system state by
injecting falsified data into the communication devices. The
aforementioned example in Ukraine falls into this category.
Interested readers are referred to review papers [11], [12] for
general cyber attacks in power grids. We narrow our attention
to FDI attacks in this paper.

FDI attacks (in power grids) can be classified by the
target functionality. Rahman et al. [13] studied FDI attacks



Vulnerability of Power Grids with High Renewable Penetrations

• California ISO predicted (back in 2013) to have 
13GW/3hr maximum net load ramp-up for the year 
2020 but it turned out to be around 17GW/3hr

• Steep net load ramp-up à increases the system 
vulnerability to unexpected events such as cyber-attack 

• False data injection (FDI) attack – during the 
evening net demand ramping up period. 

• The attacker can manipulate the setpoints to the 
microgrid controller (MGC) so that the power 
output of the various DERs within the microgrid 
deviate from the original setpoints. 
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Outline

I. Vulnerability Analysis: Intraday FDI Attack on DER Dispatch Signals
• Intraday FDI Attack Model

• Dispatch prediction model
• FDI attack scenarios

II. Kernel SVR-based Detection
• Kernel Support Vector Regression (Kernel-SVR)
• Identification of Intraday FDI Attack w/ Kernel-SVR
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Intraday FDI Attack Scenarios
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Step 1. Learn about system topology & characteristics
à Mid-/Long-term observations

Step 2. Predict demand / generations

Step 3. Develop falsification strategies

TABLE I. ASSUMPTIONS FOR THE ATTACK AND DETECTION MODELS

Name Attack Model Detection Model

Network information:
topology (N ,L) X X
line impedance (Rl, Xl) X X
line thermal limit (Fl) X X

Dispatch signals:
generation output (gpit) – P & A
load curtailment (dcurtnt ) – P & A
storage dispatch (pch/diskt ) – P & A
reserve (rit) – P & A

Measurements:
nodal demand (Dp

nt) P P & A
nodal voltage (vnt, ✓nt) – X

⇤ P: prediction, A: actual, X: assumed to be known, –: unknown

and attack time t 2 T a as follows:

min
�xkt

X

t2T

X

k2K

�
|�xkt|2 + ⇢|�xkt� �xk,t�1|2

�
(2a)

subject to :

|
X

k2K
�x̂kt| � Ka

t

X

i2I
r̂it, 8t 2 T a (2b)

|
X

t2T a

X

k2K
�xkt| �

X

t2T a

X

i2I
r̂it, (2c)

� ✏ax̂kt  �xkt  ✏ax̂kt, 8k 2 K, t 2 T a, (2d)
� Xkt  x̂kt + �xkt  Xkt, 8k 2 K, t 2 T a, (2e)

Given the prediction of the target dispatch (e.g., x̂kt := ĝp
it

for generator, x̂kt := p̂ch/dis
kt for storage, and x̂kt := d̂p,curt

nt

for load curtailment), the attacker determines the falsification
signal (e.g., �xkt = �gp

it). The objective function in (2a)
minimizes the sum of the squared size of the attack and
the temporal smoothness regularization term3 with penalty
parameter ⇢. Constraint (2b) sets the impact of the attack
achieves the target deviation with user-defined parameter
Ka

t for each time interval and (2c) ensures the accumulated
deviation in the dispatch during the attacking windows t 2
T a exceeds the system reserve. The lower and upper bounds
for individual falsification signals are given in (2d) and (2e)
where ✏a is an user-defined parameter to confine the attack
size and the original dispatch bounds are Xkt and Xkt.

III. FDI ATTACK DETECTION WITH KERNEL SVR
This section reviews the kernel SVR algorithm and de-

scribes how it can be used for the intraday FDI attack
detection. In order to detect the intraday FDI attack carried
out over several hours, the detection model should be able to
capture the temporal changes in dispatch signals as well as
the current values. To do so, the detection model requires
access to the dispatch signals and network status for the
monitoring windows T m (in the sequel we shall use a 6-hour
window) and the system margin at the time of interest T pred

(in our examples, the time of interest is set to 2 hours after
the monitoring window closes) as summarized in Table I.
Note that this data can be provided by the EMS.

3The regularization term in (2a) can be extended to account for other
dimensions such as geographical locations (i.e., similar deviations in nearby
dispatch signals).

A. Kernel Support Vector Regression

Kernel SVR is a generalization of Kernel support vec-
tor machine for real-value function estimation, commonly
equipped with ✏-insensitive loss function (sometimes referred
to as soft-margin loss function) [29]. A kernel function maps
the original input data into feature space (i.e., xi 7! �(xi))
through the use of inner products, which is compatible for
the SVR model fitting. The common selection of a kernel
function is Gaussian radial basis kernel function (RBF) in
(3a) and polynomial kernel function of degree d in (3b) (See
[30] for more details on the kernel selection for SVR):

k(x, y) := e�
kx�yk2

2�2 (3a)
k(x, y) := (x>y)d (3b)

Given input data xi with user-defined parameter C and
feature map �(·), the Kernel SVR for predicting output: yi 2
R can be modeled as in (4):

min
w,b,⇠+

i ,⇠�
i

kwk + C
lX

i=1

(⇠+
i + ⇠�i ) (4a)

s.t. (w>�(xi) + b) � yi  ✏ + ⇠+
i , 8i (4b)

yi � (w>�(xi) + b)  ✏ + ⇠�i , 8i (4c)
⇠+
i , ⇠�i � 0, 8i (4d)

The objective function in (4a) minimizes the sum of the norm
of ! and the loss terms, where !>x + b = 0 is a decision
boundary and the size of margin is 2

||!|| (i.e., the margin
is maximized). Points within an ✏ distance of the support
vector do not contribute to the cost. Although not pursued
here, form a computational perspective, it is often favorable
to work with the dual formulation of (4) [29].

B. Kernel SVR detection model

Figure 4 shows the process of training the kernel SVR
for detecting the intraday FDI attacks. To train the SVR
model in (4), we first generate normal operation data with
supply and demand side uncertainties and falsified operation

data. The supply and demand uncertainties are modeled as
a random variable drawn from a Gaussian distribution. In
practice, historical data can be used for generating a prob-
ability distribution of the supply and demand uncertainties
which will increase the performance of the kernel SVR. The
power grid measurement data (voltage magnitudes and phase
angles) are obtained by solving the power flow equations
with fixed power injections based on the supply and demand
data. Synthetic falsified operation data can be generated
in the same way, while the dispatch signals are fixed as
the falsified values from the dispatch falsification model in
Section II-C.

Once the training data is prepared, the input vector xi

for each observation i is constructed which is comprised of
prediction (̂·) and actual (·) values of energy resources over
the user-defined monitoring time windows (t 2 T m) and the



Intraday FDI Attack Model Summary
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Dispatch 
Prediction Model
(SOCP)

Objective - Minimize the total operation cost 
Decisions - Predictions on {Generation dispatch, Demand 

response, Allocated reserve}
Constraints - Power flow equations

- Generation / Line / Demand response limits
- Energy storage operations
- Given solar/demand prediction

Dispatch 
Falsification 
Model
(QP)

Objective - Minimize the magnitude of falsification signals 
and temporal changes

Decisions - DER dispatch falsification signals
Constraints - Individual falsification size limits proportional 

to the predicted signals
- Supply-demand deviation exceeding the 

predicted reserve



Vulnerability analysis (Scenario A - generation setpoints) 

• Attacker manipulates the generation dispatch signal from/to EMS
• From EMS’s perspective, the monitoring signal is consistent with the original signal as the attack falsify the 

both directions.
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Fig. Summary of dispatch and measurement signal 
flow – falsified signals are marked with red color 
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For input data xi with user-defined parameter C, SVR for
predicting output: yi 2 R can be modeled as in (1):

min
w,b,⇠+

i ,⇠�
i

kwk + C
lX

i=1

(⇠+

i + ⇠�i ) (1a)

s.t. (w>xi
+ b) � yi  ✏ + ⇠+

i , 8i (1b)
yi � (w>xi

+ b)  ✏ + ⇠�i , 8i (1c)
⇠+

i , ⇠�i � 0, 8i (1d)

B. Training SVR

To train the SVR model in (1), we first generate normal
operation data with supply and demand side uncertainties and
falsified operation data. The supply and demand uncertainties
are modeled as a random variable following the Gaussian
distribution ✏ ⇠ N (µ, �).

The attacker model in (5)

Fig. 1. Flow of data for training and testing the proposed SVR model.

Operation Margin (reserve � deviation) (2a)

:= min(rup

t �
X

i
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it � xpred

it ), rdn

t �
X
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it � xact

it ))
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ĝp
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ĝp

it
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it
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it
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+�g
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EMSDispatch Σ++
GoverningSystem

EMSMonitor

EMSDispatch Σ+
GoverningSystem

EMSMonitor+Σ++ Σ+
Ѳ

Generator

Generator Actual generation

Actual generation

(b)

(a)

Fig. 2. Dispatch signal flow of (a) normal operation case and (b)
operation under FDI attack on generation dispatch.

TABLE II. SUMMARY OF PREVIOUS STUDIES ON FDIA IN POWER
DISTRIBUTION SYSTEMS

Scheduled Monitored

ĝpit d̂curtnt gpit dcurtnt

⇤ OLTC

xi
=

2

66666664

[ĝp

it]8i2I,t2T M

[gp

it]8i2I,t2T M

[d̂curt
nt ]8n2N ,t2T M

[dcurt
nt ]8n2N ,t2T M

[p̂ch/dis

kt ]8k2K,t2T M

[pch/dis

kt ]8k2K,t2T M

3

77777775

2 Rm, yi 2 R

where m = (2|I| + 2|N | + 2|K|)|T M|

(3)
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=

2

666666666664
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3

777777777775

2 Rm, yi 2 R

where m = (2|I| + 2|N | + 2|K|)|T M|

(4)

Fig. Dispatch signal flow of (a) normal operation case and (b)
operation under FDI attack on generation dispatch.
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Generator Storage Demand<latexit sha1_base64="UtkmxJyvtlhVQeeRUp1fHEqvUlc=">AAACE3icbVDLSgMxFM3UV62v0S7dBIvgqsxIUZcFNy4r2Ae0tWTStA1NJkNyRxiG+QzXbvUb3IlbP8BP8C/MtF3Y1gOBwzn35h5OEAluwPO+ncLG5tb2TnG3tLd/cHjkHp+0jIo1ZU2qhNKdgBgmeMiawEGwTqQZkYFg7WB6m/vtJ6YNV+EDJBHrSzIO+YhTAlYauOXxY9qTBCZaplGWDVIO2cCteFVvBrxO/AWpoAUaA/enN1Q0liwEKogxXd+LoJ8SDZwKlpV6sWERoVMyZl1LQyKZ6aez8Bk+t8oQj5S2LwQ8U/9upEQak8jATuY5zaqXi/953RhGN/2Uh1EMLKTzQ6NYYFA4bwIPuWYURGIJoZrbrJhOiCYUbF9LV/K/QSlhspLtxl9tYp20Lqv+VbV2X6vU8aKlIjpFZ+gC+ega1dEdaqAmoihBL+gVvTnPzrvz4XzORwvOYqeMluB8/QIUQ59q</latexit>

gpit
<latexit sha1_base64="eUG/TvCzn8MCuODfDP7C3uQr/Xc=">AAACFnicbVDLSgMxFM34rPVVFdy4CRbBVZmRoi4LblxWsA9oxyGTpm1oJhmSO0IZ5z9cu9VvcCdu3foJ/oWZtgvbeiBwOOfe3MMJY8ENuO63s7K6tr6xWdgqbu/s7u2XDg6bRiWasgZVQul2SAwTXLIGcBCsHWtGolCwVji6yf3WI9OGK3kP45j5ERlI3ueUgJWC0nHvIe1GBIY6SmmiIcuCVEIWlMpuxZ0ALxNvRspohnpQ+un2FE0iJoEKYkzHc2PwU6KBU8GyYjcxLCZ0RAasY6kkETN+Osmf4TOr9HBfafsk4In6dyMlkTHjKLSTeVSz6OXif14ngf61n3IZJ8AknR7qJwKDwnkZuMc1oyDGlhCquc2K6ZBoQsFWNncl/xuUEiYr2m68xSaWSfOi4l1WqnfVcg3PWiqgE3SKzpGHrlAN3aI6aiCKntALekVvzrPz7nw4n9PRFWe2c4Tm4Hz9ArjjoNg=</latexit>

dcurtnt

<latexit sha1_base64="ltYXcvGzMTJhNqaaG7+xE0174dM=">AAACHnicbVDLSsNAFJ3UV62vqEtBBovgqiZS1GXBjcsK9gFtDJPptB06yYSZG6GE7PwQ1271G9yJW/0E/8JJ24VtPTBwOOe+5gSx4Boc59sqrKyurW8UN0tb2zu7e/b+QVPLRFHWoFJI1Q6IZoJHrAEcBGvHipEwEKwVjG5yv/XIlOYyuodxzLyQDCLe55SAkXz7uDskkMbZQ9oNCQxVmNLheY/rLPPTEWS+XXYqzgR4mbgzUkYz1H37p9uTNAlZBFQQrTuuE4OXEgWcCpaVuolmMaEjMmAdQyMSMu2lk39k+NQoPdyXyrwI8ET925GSUOtxGJjK/Fi96OXif14ngf61l/IoToBFdLqonwgMEueh4B5XjIIYG0Ko4uZWTIdEEQomurkt+WyQUuisZLJxF5NYJs2LintZqd5VyzU8S6mIjtAJOkMuukI1dIvqqIEoekIv6BW9Wc/Wu/VhfU5LC9as5xDNwfr6BSvnpD4=</latexit>

p̂ch/diskt

<latexit sha1_base64="EWjC6V6PS/jjOf5KLim77J6huYw=">AAACGnicbVDLSsNAFJ3UV62vqDvdDBbBVU2kqMuCG5cV7APaGCbTaTt0kgkzN0IJAT/EtVv9Bnfi1o2f4F84abuwrQcGDufc15wgFlyD43xbhZXVtfWN4mZpa3tnd8/eP2hqmSjKGlQKqdoB0UzwiDWAg2DtWDESBoK1gtFN7rcemdJcRvcwjpkXkkHE+5wSMJJvH6Vx9pB2QwJDFaZ0eN7jOsv8dASZb5edijMBXibujJTRDHXf/un2JE1CFgEVROuO68TgpUQBp4JlpW6iWUzoiAxYx9CIhEx76eQPGT41Sg/3pTIvAjxR/3akJNR6HAamMj9WL3q5+J/XSaB/7aU8ihNgEZ0u6icCg8R5ILjHFaMgxoYQqri5FdMhUYSCiW1uSz4bpBQ6K5ls3MUklknzouJeVqp31XINz1IqomN0gs6Qi65QDd2iOmogip7QC3pFb9az9W59WJ/T0oI16zlEc7C+fgHZ/aJ9</latexit>

pch/diskt

<latexit sha1_base64="2jPmqSRdUliiSWqYIfQ40f3bPz4=">AAACHHicbVDLSgMxFM34rPVVdamLYBFclRkp6rLgxmUF+4B2HDJp2oZmkiG5I5RhNn6Ia7f6De7EreAn+Bdm2i5s64HA4Zz7ygljwQ247rezsrq2vrFZ2Cpu7+zu7ZcODptGJZqyBlVC6XZIDBNcsgZwEKwda0aiULBWOLrJ/dYj04YreQ/jmPkRGUje55SAlYLSSXdIIO1lD2k3IjDUUUoTDVkWpBKyoFR2K+4EeJl4M1JGM9SD0k+3p2gSMQlUEGM6nhuDnxINnAqWFbuJYTGhIzJgHUsliZjx08kvMnxmlR7uK22fBDxR/3akJDJmHIW2Mj/VLHq5+J/XSaB/7adcxgkwSaeL+onAoHAeCe5xzSiIsSWEam5vxXRINKFgg5vbks8GpYTJijYbbzGJZdK8qHiXlepdtVzDs5QK6BidonPkoStUQ7eojhqIoif0gl7Rm/PsvDsfzue0dMWZ9RyhOThfv/X+o6U=</latexit>

d̂curtnt

<latexit sha1_base64="7nNv3M2UDrHYZcHjH5pG64zfwI8=">AAACGXicbVDLSsNAFJ34rPVVdSVuBovgqiRS1GXBjcsK9gFNDJPppB06yYSZG6GE4Ie4dqvf4E7cuvIT/AsnbRe29cDA4Zz7mhMkgmuw7W9rZXVtfWOztFXe3tnd268cHLa1TBVlLSqFVN2AaCZ4zFrAQbBuohiJAsE6weim8DuPTGku43sYJ8yLyCDmIacEjORXjt0hgWyQP2RuRGCooizJcz/jkPuVql2zJ8DLxJmRKpqh6Vd+3L6kacRioIJo3XPsBLyMKOBUsLzsppolhI7IgPUMjUnEtJdNvpDjM6P0cSiVeTHgifq3IyOR1uMoMJXFnXrRK8T/vF4K4bWX8ThJgcV0uihMBQaJizxwnytGQYwNIVRxcyumQ6IIBZPa3JZiNkgpdF422TiLSSyT9kXNuazV7+rVBp6lVEIn6BSdIwddoQa6RU3UQhQ9oRf0it6sZ+vd+rA+p6Ur1qznCM3B+voFSYqiNw==</latexit>

ĝpit

dispatch measurements<latexit sha1_base64="MoGmCs5qAdfL+pGOjgNqhgfrqV4=">AAACC3icbVDLSsNAFJ3UV62vqhvBTbAIdVMSKeqy4MZlBfuAJpTJZNIOnWTizI1QQj7BtVv9Bnfi1o/wE/wLJ20WtvXAhcM598XxYs4UWNa3UVpb39jcKm9Xdnb39g+qh0ddJRJJaIcILmTfw4pyFtEOMOC0H0uKQ4/Tnje5zf3eE5WKiegBpjF1QzyKWMAIBi25dWeMIXWILyC7GFZrVsOawVwldkFqqEB7WP1xfEGSkEZAOFZqYFsxuCmWwAinWcVJFI0xmeARHWga4ZAqN509nZnnWvHNQEhdEZgz9e9EikOlpqGnO0MMY7Xs5eJ/3iCB4MZNWRQnQCMyPxQk3ARh5gmYPpOUAJ9qgolk+leTjLHEBHROC1fy3SAEV1lFZ2MvJ7FKupcN+6rRvG/WWidFSmV0is5QHdnoGrXQHWqjDiLoEb2gV/RmPBvvxofxOW8tGcXMMVqA8fULMVubnw==</latexit>

(̂·)
<latexit sha1_base64="m0oFtzmeGjxN+W3uegFd2DC5Bgk=">AAACB3icbVDLSsNAFJ3UV62vqhvBzWAR6qYkUtRlwY3LCvYhbSiTyaQdOsmEmRuhhH6Aa7f6De7ErZ/hJ/gXTtosbOuBgcM59zXHiwXXYNvfVmFtfWNzq7hd2tnd2z8oHx61tUwUZS0qhVRdj2gmeMRawEGwbqwYCT3BOt74NvM7T0xpLqMHmMTMDckw4gGnBIz0WE371JcwvRiUK3bNngGvEicnFZSjOSj/9H1Jk5BFQAXRuufYMbgpUcCpYNNSP9EsJnRMhqxnaERCpt10dvAUnxvFx4FU5kWAZ+rfjpSEWk9Cz1SGBEZ62cvE/7xeAsGNm/IoToBFdL4oSAQGibPfY58rRkFMDCFUcXMrpiOiCAWT0cKWbDZIKfS0ZLJxlpNYJe3LmnNVq9/XK42TPKUiOkVnqIocdI0a6A41UQtRFKIX9IrerGfr3fqwPuelBSvvOUYLsL5+AfyXmd4=</latexit>

(·)

1 1

1

2

3 3 3

chronological order
1 2 3

<latexit sha1_base64="Ld7Lj4OJi7Nz6JjRbDLpn+phZhg="></latexit>

�gpit
EMS



Generation profile of the HCE test system 
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<latexit sha1_base64="CR5F3AWcjahs6x8gUJqGj320730=">AAACGHicbVDLSgMxFM3UV62vqks3wSJ01c7Y+sBVwY0boYJ9QFvKnTRtQ5PMkGSEMtS/cOOvuHGhiNvu/BvTh6CtBwKHc84l9x4/5Ewb1/1yEiura+sbyc3U1vbO7l56/6Cqg0gRWiEBD1TdB005k7RimOG0HioKwue05g+uJ37tgSrNAnlvhiFtCehJ1mUEjJXa6XxTgOkrESsQIZO9RwIh+IwzMxxdYa+QO/sJ3Nbyhf6onc 64OXcKvEy8OcmgOcrt9LjZCUgkqDSEg9YNzw1NKwZlGOF0lGpGmoZABtCjDUslCKpb8fSwET6xSgd3A2WfNHiq/p6IQWg9FL5NTrbUi95E/M9rRKZ72YqZDCNDJZl91I04NgGetIQ7TFFi+NASIIrZXTHpgwJibJcpW4K3ePIyqZ7mvPNc8a6YKWXndSTRETpGWeShC1RCN6iMKoigJ/SC3tC78+y8Oh/O5yyacOYzh+gPnPE3CbWgRw==</latexit>

ramping capability : 13.5MW/3h

<latexit sha1_base64="fcv0Jrb9X0BGKk/IpINS5yid3lo=">AAACFHicbVDLSgNBEJz1GeNr1aOXwSAEhLArQYOngBcvQgTzgCSE2dlOMmRmdpmZFcIS/8GLv+LFgyJePXjzb5w8BE0saCiquunuCmLOtPG8L2dpeWV1bT2zkd3c2t7Zdff2azpKFIUqjXikGgHRwJmEqmGGQyNWQETAoR4MLsd+/Q6UZpG8NcMY2oL0JOsySoyVOu5JSxDTVyKNgQzuQxBEhqMLXPRwSzOBS96Pf10fddycV/ AmwIvEn5EcmqHScT9bYUQTAdJQTrRu+l5s2ilRhlEOo2wr0RATOiA9aFoqiQDdTidPjfCxVULcjZQtafBE/T2REqH1UAS2c3yinvfG4n9eMzHdUjtlMk4MSDpd1E04NhEeJ4RDpoAaPrSEUMXsrZj2iSLU2ByzNgR//uVFUjst+GeF4k0xV87P4sigQ3SE8shH56iMrlAFVRFFD+gJvaBX59F5dt6c92nrkjObOUB/4Hx8Az2qnjk=</latexit>

peak demand : 40 ⇠ 80MW

<latexit sha1_base64="mmYrs4S6GZ5fSgMPY4hWzXKyD/I=">AAACHXicbVDLSgMxFM3UV62vUZdugkWoIGVGioqrghs3QgX7gHYomTRtQ5PMkGSEMowf4sZfceNCERduxL8x045QWw8EDufcS849fsio0o7zbeWWlldW1/LrhY3Nre0de3evoYJIYlLHAQtky0eKMCpIXVPNSCuUBHGfkaY/ukr95j2RigbiTo9D4nE0ELRPMdJG6tqVDkd6KHmsdCDRgCSXsOQ68Fe9aQ6TE/gA3RklOe7aRa fsTAAXiZuRIshQ69qfnV6AI06Exgwp1XadUHsxkppiRpJCJ1IkRHhkArQNFYgT5cWT6xJ4ZJQe7AfSPKHhRJ3diBFXasx9M5lmVPNeKv7ntSPdv/BiKsJIE4GnH/UjBnUA06pgj0qCNRsbgrCkJivEQyQR1qbQginBnT95kTROy+5ZuXJbKVZLWR15cAAOQQm44BxUwTWogTrA4BE8g1fwZj1ZL9a79TEdzVnZzj74A+vrBzVtoUU=</latexit>

storage : (10MWh, 1MW)

Day 110 (April 21)

** Solar generation has been scaled up 6 times (overall resulting solar penetration is 
around 15%, similar to the current practice in the state of California)

Fig. HCE HV network

Fig. Hourly generation profile and allocated reserve (5% of the 
system load) of Day 110 under FDI attack on generation setpoints.

G3

G1

G2

230kV bus

115kV bus

25kV bus w/ control center

25kV bus
line
transformer
load curtailment
generation dispatch
scenario 1
scenario 2

scenario 1

scenario 2

b21b22
b30b40b50

b31b32 b41b51b52b42 b10b11b12
b20 sub-b EMS

§ Test system & DERs
- Network, Demand, Generation profile provided from HCE
- High solar penetration assumed  (around 15%)
- Three controllable generators

§ Software platforms
- Optimization models implemented using 

Julia/JuMP packages with Gurobi/Ipopt
- Kernel SVR model implemented using Scikit-learn library

§ Detection model
- 6-hour of monitoring window, 2-hour of prediction window



Vulnerability analysis (Scenario A - generation setpoints) 

• Attacker manipulates the generation dispatch signal 
from/to EMS

• As a result, the reduced total generation (dashed lines) 
exceeding the system security margin (shaded area). 
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Fig. Generation setpoints: original dispatch (solid lines) 
and falsified signals (dashed lines)

Generation outside 
allocated reserve

è higher evening ramp 
required for mitigation

normal

falsified



Vulnerability analysis (Scenario B - load curtailment setpoints) 

• Attacker manipulates the load curtailment dispatch from/to EMS
• From EMS’s perspective, the monitoring signal is consistent with the original signal as the attack falsify the 

both directions.
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Fig. Summary of dispatch and measurement signal 
flow – falsified signals are marked with red color 

MGMS
Generator Storage MGC<latexit sha1_base64="UtkmxJyvtlhVQeeRUp1fHEqvUlc=">AAACE3icbVDLSgMxFM3UV62v0S7dBIvgqsxIUZcFNy4r2Ae0tWTStA1NJkNyRxiG+QzXbvUb3IlbP8BP8C/MtF3Y1gOBwzn35h5OEAluwPO+ncLG5tb2TnG3tLd/cHjkHp+0jIo1ZU2qhNKdgBgmeMiawEGwTqQZkYFg7WB6m/vtJ6YNV+EDJBHrSzIO+YhTAlYauOXxY9qTBCZaplGWDVIO2cCteFVvBrxO/AWpoAUaA/enN1Q0liwEKogxXd+LoJ8SDZwKlpV6sWERoVMyZl1LQyKZ6aez8Bk+t8oQj5S2LwQ8U/9upEQak8jATuY5zaqXi/953RhGN/2Uh1EMLKTzQ6NYYFA4bwIPuWYURGIJoZrbrJhOiCYUbF9LV/K/QSlhspLtxl9tYp20Lqv+VbV2X6vU8aKlIjpFZ+gC+ega1dEdaqAmoihBL+gVvTnPzrvz4XzORwvOYqeMluB8/QIUQ59q</latexit>

gpit

<latexit sha1_base64="ltYXcvGzMTJhNqaaG7+xE0174dM=">AAACHnicbVDLSsNAFJ3UV62vqEtBBovgqiZS1GXBjcsK9gFtDJPptB06yYSZG6GE7PwQ1271G9yJW/0E/8JJ24VtPTBwOOe+5gSx4Boc59sqrKyurW8UN0tb2zu7e/b+QVPLRFHWoFJI1Q6IZoJHrAEcBGvHipEwEKwVjG5yv/XIlOYyuodxzLyQDCLe55SAkXz7uDskkMbZQ9oNCQxVmNLheY/rLPPTEWS+XXYqzgR4mbgzUkYz1H37p9uTNAlZBFQQrTuuE4OXEgWcCpaVuolmMaEjMmAdQyMSMu2lk39k+NQoPdyXyrwI8ET925GSUOtxGJjK/Fi96OXif14ngf61l/IoToBFdLqonwgMEueh4B5XjIIYG0Ko4uZWTIdEEQomurkt+WyQUuisZLJxF5NYJs2LintZqd5VyzU8S6mIjtAJOkMuukI1dIvqqIEoekIv6BW9Wc/Wu/VhfU5LC9as5xDNwfr6BSvnpD4=</latexit>

p̂ch/diskt

<latexit sha1_base64="EWjC6V6PS/jjOf5KLim77J6huYw=">AAACGnicbVDLSsNAFJ3UV62vqDvdDBbBVU2kqMuCG5cV7APaGCbTaTt0kgkzN0IJAT/EtVv9Bnfi1o2f4F84abuwrQcGDufc15wgFlyD43xbhZXVtfWN4mZpa3tnd8/eP2hqmSjKGlQKqdoB0UzwiDWAg2DtWDESBoK1gtFN7rcemdJcRvcwjpkXkkHE+5wSMJJvH6Vx9pB2QwJDFaZ0eN7jOsv8dASZb5edijMBXibujJTRDHXf/un2JE1CFgEVROuO68TgpUQBp4JlpW6iWUzoiAxYx9CIhEx76eQPGT41Sg/3pTIvAjxR/3akJNR6HAamMj9WL3q5+J/XSaB/7aU8ihNgEZ0u6icCg8R5ILjHFaMgxoYQqri5FdMhUYSCiW1uSz4bpBQ6K5ls3MUklknzouJeVqp31XINz1IqomN0gs6Qi65QDd2iOmogip7QC3pFb9az9W59WJ/T0oI16zlEc7C+fgHZ/aJ9</latexit>

pch/diskt

<latexit sha1_base64="7nNv3M2UDrHYZcHjH5pG64zfwI8=">AAACGXicbVDLSsNAFJ34rPVVdSVuBovgqiRS1GXBjcsK9gFNDJPppB06yYSZG6GE4Ie4dqvf4E7cuvIT/AsnbRe29cDA4Zz7mhMkgmuw7W9rZXVtfWOztFXe3tnd268cHLa1TBVlLSqFVN2AaCZ4zFrAQbBuohiJAsE6weim8DuPTGku43sYJ8yLyCDmIacEjORXjt0hgWyQP2RuRGCooizJcz/jkPuVql2zJ8DLxJmRKpqh6Vd+3L6kacRioIJo3XPsBLyMKOBUsLzsppolhI7IgPUMjUnEtJdNvpDjM6P0cSiVeTHgifq3IyOR1uMoMJXFnXrRK8T/vF4K4bWX8ThJgcV0uihMBQaJizxwnytGQYwNIVRxcyumQ6IIBZPa3JZiNkgpdF422TiLSSyT9kXNuazV7+rVBp6lVEIn6BSdIwddoQa6RU3UQhQ9oRf0it6sZ+vd+rA+p6Ur1qznCM3B+voFSYqiNw==</latexit>

ĝpit dispatch measurements<latexit sha1_base64="MoGmCs5qAdfL+pGOjgNqhgfrqV4=">AAACC3icbVDLSsNAFJ3UV62vqhvBTbAIdVMSKeqy4MZlBfuAJpTJZNIOnWTizI1QQj7BtVv9Bnfi1o/wE/wLJ20WtvXAhcM598XxYs4UWNa3UVpb39jcKm9Xdnb39g+qh0ddJRJJaIcILmTfw4pyFtEOMOC0H0uKQ4/Tnje5zf3eE5WKiegBpjF1QzyKWMAIBi25dWeMIXWILyC7GFZrVsOawVwldkFqqEB7WP1xfEGSkEZAOFZqYFsxuCmWwAinWcVJFI0xmeARHWga4ZAqN509nZnnWvHNQEhdEZgz9e9EikOlpqGnO0MMY7Xs5eJ/3iCB4MZNWRQnQCMyPxQk3ARh5gmYPpOUAJ9qgolk+leTjLHEBHROC1fy3SAEV1lFZ2MvJ7FKupcN+6rRvG/WWidFSmV0is5QHdnoGrXQHWqjDiLoEb2gV/RmPBvvxofxOW8tGcXMMVqA8fULMVubnw==</latexit>

(̂·)
<latexit sha1_base64="m0oFtzmeGjxN+W3uegFd2DC5Bgk=">AAACB3icbVDLSsNAFJ3UV62vqhvBzWAR6qYkUtRlwY3LCvYhbSiTyaQdOsmEmRuhhH6Aa7f6De7ErZ/hJ/gXTtosbOuBgcM59zXHiwXXYNvfVmFtfWNzq7hd2tnd2z8oHx61tUwUZS0qhVRdj2gmeMRawEGwbqwYCT3BOt74NvM7T0xpLqMHmMTMDckw4gGnBIz0WE371JcwvRiUK3bNngGvEicnFZSjOSj/9H1Jk5BFQAXRuufYMbgpUcCpYNNSP9EsJnRMhqxnaERCpt10dvAUnxvFx4FU5kWAZ+rfjpSEWk9Cz1SGBEZ62cvE/7xeAsGNm/IoToBFdL4oSAQGibPfY58rRkFMDCFUcXMrpiOiCAWT0cKWbDZIKfS0ZLJxlpNYJe3LmnNVq9/XK42TPKUiOkVnqIocdI0a6A41UQtRFKIX9IrerGfr3fqwPuelBSvvOUYLsL5+AfyXmd4=</latexit>

(·)

1 1

1

3

4

chronological order
1 3

4<latexit sha1_base64="6k1h9OE4pvEA236bkhFx4EpvwWw=">AAACFHicbVDLSgMxFM3UV62v8bFzEyyCqzIjRV0WXOhGqGAf0I4lk6ZtbGYyJHeEOsxvuHar3+BO3Lr3E/wLM20XtvVA4HDOvbmH40eCa3Ccbyu3tLyyupZfL2xsbm3v2Lt7dS1jRVmNSiFV0yeaCR6yGnAQrBkpRgJfsIY/vMz8xiNTmsvwDkYR8wLSD3mPUwJG6tgH0X3SDggMVJDcXKVpJ3mAtGMXnZIzBl4k7pQU0RTVjv3T7koaBywEKojWLdeJwEuIAk4FSwvtWLOI0CHps5ahIQmY9pJx+hQfG6WLe1KZFwIeq383EhJoPQp8M5kF1fNeJv7ntWLoXXgJD6MYWEgnh3qxwCBxVgXucsUoiJEhhCpusmI6IIpQMIXNXMn+BimFTgumG3e+iUVSPy25Z6XybblYwdOW8ugQHaET5KJzVEHXqIpqiKIn9IJe0Zv1bL1bH9bnZDRnTXf20Qysr1+J8Z+i</latexit>

pMG
jt
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B. FDI attack on load curtailment
Load curtailment (demand response)
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Fig. 4. HCE 187-bus test system.

Fig. 5. Falsified load curtailment signals on target load buses under
basalt-s substation.

Fig. 6. Falsified load curtailment signals on target load buses under
basalt-s substation.

Fig. 7. Generation portfolio under FDI attacks.

C. UL problem (Attacker)
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i � ĝi,t�3, R
up

i �t)

| {z }
reserve at t � 3

) system ramp violation
(6h)

X

n2N
�d̂p,curt

n,t �
X

i2IC

r̂i,t ) outage at t, (6i)

� ✏dp,curt

n,t  �dp,curt

n,t  ✏dp,curt

n,t , 8n 2 N , t 2 T , (6j)
where ⌅

A
= {al,t, un,t � 0, �Dp

n,t,�Dq

n,t, f
p

l,t, f
q

l,t 2 R,
zl, ys 2 Z2}.

MGMS

MGC

EMS

EMS



Vulnerability analysis (Scenario B - load curtailment setpoints) 

• Attacker manipulates the load curtailment dispatch 
from/to EMS

• As a result, the reduced total generation (dashed lines) 
exceeding the system security margin (shaded area). 
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Fig. Falsified load curtailment signal in basalt-s area

normal
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Generation outside 
allocated reserve

è higher evening ramp 
required for mitigation
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I. Vulnerability Analysis: Intraday FDI Attack on DER Dispatch Signals
• Intraday FDI Attack Model

• Dispatch prediction model
• FDI attack scenarios

II. Kernel SVR-based Detection
• Kernel Support Vector Regression (Kernel-SVR)
• Identification of Intraday FDI Attack w/ Kernel-SVR
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Identification of Intraday False Data Injection Attack 

• Supervised Learning-based Detection: Kernel Support Vector Regression (Kernel-SVR)
• Kernel-SVR for time series forecasting (e.g., wind speed prediction, load prediction)
• Kernel-SVR for multi-temporal correlation in the system status & dispatch signals and identifying time-series FDI attacks
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User-defined parameters
𝐶: Weight, 𝜖: Insensitive zone

<latexit sha1_base64="62t2phR8292sZji0QMv0hfs1IxY="></latexit>

min
w,b,⇠+i ,⇠�i

kwk+ C
lX

i=1

(⇠+i + ⇠�i )

s.t. (w>xi + b)� yi  ✏+ ⇠+i , 8i
yi � (w>xi + b)  ✏+ ⇠�i , 8i
⇠+i , ⇠

�
i � 0, 8i

2. Theory

2.1. Support vector machines

SVMs have originally been used for classification
purposes but their principles can be extended easily to
the task of regression and time series prediction.
Because it is out of the scope of this paper to explain
the theory on SVM completely, this section focuses on
some highlights representing crucial elements in using
this method. The literature sources used for this
section are excellent general introductions to SVMs
[6–9], and tutorials on support vector classification
(SVC) and support vector regression (SVR) by Refs.
[2,3], respectively.

SVMs are linear learning machines which means
that a linear function ( f (x) =wx + b) is always used to
solve the regression problem. The best line is defined
to be that line which minimises the following cost
function (Q):

Q¼ 1

2
NwN2 þ C

X

N

i¼1

Leðxi; yi; f Þ

subject to

yi % wxi % bVeþ ni

wxi þ b% yiVeþ ni*

ni; ni*z0

ð1Þ

8

>

>

>

>

>

>

<

>

>

>

>

>

>

:

The first part of this cost function is a weight decay
which is used to regularize weight sizes and penalizes
large weights. Due to this regularization, the weights

converge to smaller values. Large weights deteriorate
the generalization ability of the SVM because, usually,
they can cause excessive variance. Similar approaches
can be observed in neural networks and ridge regres-
sion [9,10]. The second part is a penalty function
which penalizes errors larger than F e using a so-
called e-insensitive loss function Le for each of the N
training points. The positive constant C determines the
amount up to which deviations from e are tolerated.
Errors larger than F e are denoted with the so-called
slack variables n (above e) and n* (below e), respec-
tively. The third part of the equation are constraints
that are set to the errors between regression predic-
tions (wxi + b) and true values ( yi). The values of both
e and C have to be chosen by the user and the optimal
values are usually data and problem dependent. Fig. 1
shows the use of the slack variables and the linear e-
insensitive loss function that are used throughout this
paper.

The minimisation of Eq. (1) is a standard problem in
optimisation theory: minimisation with constraints.
This can be solved by applying Lagrangian theory
and from this theory it can be derived that the weight
vector, w, equals the linear combination of the training
data:

w ¼
X

N

i¼1

ðai % ai*Þxi ð2Þ

In this formula, ai and ai* are Lagrange multipliers that
are associated with a specific training point. The
asterisks again denote difference above and below the
regression line. Using this formula into the equation of

Fig. 1. Left, the tube of e accuracy and points that do not meet this accuracy. The black dots located on or outside the tube are support vectors.

Their origin is explained later. Right, the (linear) e-insensitive loss function is shown in which the slope is determined by C.

U. Thissen et al. / Chemometrics and Intelligent Laboratory Systems 69 (2003) 35–49 37
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• Supervised Learning-based Detection: Kernel Support Vector Regression (Kernel-SVR)
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For input data xi with user-defined parameter C, SVR for
predicting output: yi 2 R can be modeled as in (1):

min
w,b,⇠+i ,⇠�i

kwk + C
lX

i=1

(⇠+

i + ⇠�i ) (1a)

s.t. (w>xi
+ b) � yi  ✏ + ⇠+

i , 8i (1b)
yi � (w>xi

+ b)  ✏ + ⇠�i , 8i (1c)
⇠+

i , ⇠
�
i � 0, 8i (1d)

B. Training SVR
To train the SVR model in (1), we first generate normal

operation data with supply and demand side uncertainties and
falsified operation data. The supply and demand uncertainties
are modeled as a random variable with Gaussian distribution
N (µ,�).

The attacker model in (2)

- DispatchNormal operation data

Falsified dispatch data
- Prediction Error- Operation Margin
- Dispatch- Operation Margin

Training data
Testing dataRandom data split

SVR model
Test & ValidationFeatures Targets

Fig. 1. Flow of data for training and testing the proposed SVR model.

III. MODEL

A. UL problem (Attacker)

[LL] minimize [gen cost + curt cost + reserve cost],
(2a)

SOC � PF(dist) constraints :

nodal active power balance (2b)
nodal reactive power balance (2c)
voltage link between connected nodes (2d)
line current and voltage model (2e)

reliability constraints :

forward line thermal limit (2f)
backward line thermal limit (2g)
net demand definition (2h)
system reserve requirement (2i)
ramp limit of individual units (2j)
real power output limit (2k)
reactive power output limit (2l)
voltage limit (2m)
curtailment size limit (2n)

(2o)

TABLE I. ASSUMPTIONS FOR THE ATTACK AND DETECTION MODELS

Name Attack Model Detection Model

Network information:
topology (N ,L) X X
line impedance (Rl, Xl) X X
line thermal limit (Fl) X X

Dispatch signals:
generation output (gpit) – P & A
load curtailment (dcurtnt ) – P & A
storage dispatch (pch/diskt ) – P & A
reserve (rit) – P & A

Measurements:
nodal demand (Dp

nt) P P & A
nodal voltage (vnt, ✓nt) – X

⇤ P: prediction, A: actual, X: assumed to be known, –: unknown

and attack time t 2 T a as follows:

min
�xkt

X

t2T

X

k2K

�
|�xkt|2 + ⇢|�xkt� �xk,t�1|2

�
(2a)

subject to :

|
X

k2K
�x̂kt| � Ka

t

X

i2I
r̂it, 8t 2 T a (2b)

|
X

t2T a

X

k2K
�xkt| �

X

t2T a

X

i2I
r̂it, (2c)

� ✏ax̂kt  �xkt  ✏ax̂kt, 8k 2 K, t 2 T a, (2d)
� Xkt  x̂kt + �xkt  Xkt, 8k 2 K, t 2 T a, (2e)

Given the prediction of the target dispatch (e.g., x̂kt := ĝp
it

for generator, x̂kt := p̂ch/dis
kt for storage, and x̂kt := d̂p,curt

nt

for load curtailment), the attacker determines the falsification
signal (e.g., �xkt = �gp

it). The objective function in (2a)
minimizes the sum of the squared size of the attack and
the temporal smoothness regularization term3 with penalty
parameter ⇢. Constraint (2b) sets the impact of the attack
achieves the target deviation with user-defined parameter
Ka

t for each time interval and (2c) ensures the accumulated
deviation in the dispatch during the attacking windows t 2
T a exceeds the system reserve. The lower and upper bounds
for individual falsification signals are given in (2d) and (2e)
where ✏a is an user-defined parameter to confine the attack
size and the original dispatch bounds are Xkt and Xkt.

III. FDI ATTACK DETECTION WITH KERNEL SVR
This section reviews the kernel SVR algorithm and de-

scribes how it can be used for the intraday FDI attack
detection. In order to detect the intraday FDI attack carried
out over several hours, the detection model should be able to
capture the temporal changes in dispatch signals as well as
the current values. To do so, the detection model requires
access to the dispatch signals and network status for the
monitoring windows T m (in the sequel we shall use a 6-hour
window) and the system margin at the time of interest T pred

(in our examples, the time of interest is set to 2 hours after
the monitoring window closes) as summarized in Table I.
Note that this data can be provided by the EMS.

3The regularization term in (2a) can be extended to account for other
dimensions such as geographical locations (i.e., similar deviations in nearby
dispatch signals).

A. Kernel Support Vector Regression

Kernel SVR is a generalization of Kernel support vec-
tor machine for real-value function estimation, commonly
equipped with ✏-insensitive loss function (sometimes referred
to as soft-margin loss function) [29]. A kernel function maps
the original input data into feature space (i.e., xi 7! �(xi))
through the use of inner products, which is compatible for
the SVR model fitting. The common selection of a kernel
function is Gaussian radial basis kernel function (RBF) in
(3a) and polynomial kernel function of degree d in (3b) (See
[30] for more details on the kernel selection for SVR):

k(x, y) := e�
kx�yk2

2�2 (3a)
k(x, y) := (x>y)d (3b)

Given input data xi with user-defined parameter C and
feature map �(·), the Kernel SVR for predicting output: yi 2
R can be modeled as in (4):

min
w,b,⇠+

i ,⇠�
i

kwk + C
lX

i=1

(⇠+
i + ⇠�i ) (4a)

s.t. (w>�(xi) + b) � yi  ✏ + ⇠+
i , 8i (4b)

yi � (w>�(xi) + b)  ✏ + ⇠�i , 8i (4c)
⇠+
i , ⇠�i � 0, 8i (4d)

The objective function in (4a) minimizes the sum of the norm
of ! and the loss terms, where !>x + b = 0 is a decision
boundary and the size of margin is 2

||!|| (i.e., the margin
is maximized). Points within an ✏ distance of the support
vector do not contribute to the cost. Although not pursued
here, form a computational perspective, it is often favorable
to work with the dual formulation of (4) [29].

B. Kernel SVR detection model

Figure 4 shows the process of training the kernel SVR
for detecting the intraday FDI attacks. To train the SVR
model in (4), we first generate normal operation data with
supply and demand side uncertainties and falsified operation

data. The supply and demand uncertainties are modeled as
a random variable drawn from a Gaussian distribution. In
practice, historical data can be used for generating a prob-
ability distribution of the supply and demand uncertainties
which will increase the performance of the kernel SVR. The
power grid measurement data (voltage magnitudes and phase
angles) are obtained by solving the power flow equations
with fixed power injections based on the supply and demand
data. Synthetic falsified operation data can be generated
in the same way, while the dispatch signals are fixed as
the falsified values from the dispatch falsification model in
Section II-C.

Once the training data is prepared, the input vector xi

for each observation i is constructed which is comprised of
prediction (̂·) and actual (·) values of energy resources over
the user-defined monitoring time windows (t 2 T m) and the
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For input data xi with user-defined parameter C, SVR for
predicting output: yi 2 R can be modeled as in (1):

min
w,b,⇠+

i ,⇠�
i

kwk + C
lX

i=1

(⇠+

i + ⇠�i ) (1a)

s.t. (w>xi
+ b) � yi  ✏ + ⇠+

i , 8i (1b)
yi � (w>xi

+ b)  ✏ + ⇠�i , 8i (1c)
⇠+

i , ⇠�i � 0, 8i (1d)

B. Training SVR

To train the SVR model in (1), we first generate normal
operation data with supply and demand side uncertainties and
falsified operation data. The supply and demand uncertainties
are modeled as a random variable following the Gaussian
distribution ✏ ⇠ N (µ, �).

The attacker model in (5)

Fig. 1. Flow of data for training and testing the proposed SVR model.
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Fig. 2. Dispatch signal flow of (a) normal operation case and (b)
operation under FDI attack on generation dispatch.

TABLE II. SUMMARY OF PREVIOUS STUDIES ON FDIA IN POWER
DISTRIBUTION SYSTEMS

Scheduled Monitored

ĝpit d̂curtnt gpit dcurtnt

⇤ OLTC
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For input data xi with user-defined parameter C, SVR for
predicting output: yi 2 R can be modeled as in (1):

min
w,b,⇠+

i ,⇠�
i

kwk + C
lX

i=1

(⇠+

i + ⇠�i ) (1a)

s.t. (w>xi
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i , 8i (1b)
yi � (w>xi

+ b)  ✏ + ⇠�i , 8i (1c)
⇠+

i , ⇠�i � 0, 8i (1d)

B. Training SVR

To train the SVR model in (1), we first generate normal
operation data with supply and demand side uncertainties and
falsified operation data. The supply and demand uncertainties
are modeled as a random variable following the Gaussian
distribution ✏ ⇠ N (µ, �).

The attacker model in (5)
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• Supervised Learning-based Detection: Kernel Support Vector Regression (Kernel-SVR)

Fig. 4. Training and testing process of the kernel SVR detection
model with the normal operation data and falsified dispatch data.
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Then the corresponding output (yi) of the kernel SVR is set
as the system operation margin defined as the minimum of
the remaining up-ward and down-ward reserves at the time
of interest t = T pred (e.g., 2 hours from now). Formally, the
margin at time t is:

min{rup
t �

X

i

(xit � x̂it), rdn
t �

X

i

(x̂it � xit)}. (5b)

In (5b), the generic notation xit is used to represent all
flexibile resources such as generators (gp

it), storage (pch/dis
kt ),

load curtailment (dcurt
nt ) and the system margin is defined as

the total sum of remaining flexibility in all units.

C. Pre- and Post-processing

To increase and validate the model performance, additional
steps are added in the kernel SVR. First, the input data is
normalized by each feature (dispatch signals and network
status) so that they can be accounted for equally. Once the
fitting of the kernel SVR is completed, then the performance
is validated with the testing data.

IV. NUMERICAL EXPERIMENTS

We use the 187-bus test system shown in Fig. 5 with
daily generation and load profiles based on real-life data
provided by Holy Cross Energy, a power utility in Colorado.
The PV generation has been scaled up by a factor of six
so that the overall solar penetration is around 15% of total
generation, which is similar to the current practice in the
state of California (15.43% of the total generation was from
solar in 2020) [31]. Demand forecast error is assumed to

Fig. 5. HCE 187-bus test system where nodal voltage levels are
marked color-coded. Two intraday FDI attack scenarios – genera-
tion dispatch (scenario 1) and load curtailment (scenario 2) – in
Numerical experiments are illustrated with navy color.

follow a Gaussian distribution with zero mean and 2% of
nominal value as standard deviation. For the attack model in
(2), the generation dispatch (Scenario 1) and load curtailment
(Scenario 2) are assumed to be falsified respectively. For
the detection model in (4), the monitoring window (T m)
and the time of interest (T pred) are set as six hours and
two hours from the time of prediction, i.e., T m = [T pred�
8h, T pred�2h]. The RBF kernel is used for feature map �(·).
All optimization problems are modeled using Julia/JuMP
[32], and solved by Ipopt Solver [33]. The kernel SVR is
implemented using the scikit-learn package [34].

A. Scenario 1: intraday FDI attack on generation dispatch

1) Dispatch prediction: Given solar generation and de-
mand forecasts from a cloudy day, the attacker solves the
prediction model in (1) and the resulting generation profile
is shown in Fig. 6(a). The solar generation (red line) has
two valleys around 12:00 and 15:00 (due to the weather
conditions such as intermittent clouds), which are offset
mainly by the generators (blue line). In order to compensate
for the change in solar generation output around sunrise and
sunset, controllable resources such as gas generation, energy
storage, and load curtailment are utilized. Additionally, the
system reserve is allocated to address the system uncertainty.

2) Falsification of generation dispatch: The attacker gen-
erates falsification signals by solving (2) with the predicted
dispatch. Fig. 6(b)–(c) show a scenario of the intraday FDI
attacks on generation dispatch gp

it. In Fig. 6(b), the original
dispatch is planned to provide approximately 10MW/3hr
of ramping-up flexibility around sunset (16:00–19:00). The
attack signal overrides the original values (solid line) and
instead injects reduced generation dispatch (dashed line). As

System-wide margin
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under attack
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gpit

<latexit sha1_base64="ltYXcvGzMTJhNqaaG7+xE0174dM=">AAACHnicbVDLSsNAFJ3UV62vqEtBBovgqiZS1GXBjcsK9gFtDJPptB06yYSZG6GE7PwQ1271G9yJW/0E/8JJ24VtPTBwOOe+5gSx4Boc59sqrKyurW8UN0tb2zu7e/b+QVPLRFHWoFJI1Q6IZoJHrAEcBGvHipEwEKwVjG5yv/XIlOYyuodxzLyQDCLe55SAkXz7uDskkMbZQ9oNCQxVmNLheY/rLPPTEWS+XXYqzgR4mbgzUkYz1H37p9uTNAlZBFQQrTuuE4OXEgWcCpaVuolmMaEjMmAdQyMSMu2lk39k+NQoPdyXyrwI8ET925GSUOtxGJjK/Fi96OXif14ngf61l/IoToBFdLqonwgMEueh4B5XjIIYG0Ko4uZWTIdEEQomurkt+WyQUuisZLJxF5NYJs2LintZqd5VyzU8S6mIjtAJOkMuukI1dIvqqIEoekIv6BW9Wc/Wu/VhfU5LC9as5xDNwfr6BSvnpD4=</latexit>

p̂ch/diskt

<latexit sha1_base64="EWjC6V6PS/jjOf5KLim77J6huYw=">AAACGnicbVDLSsNAFJ3UV62vqDvdDBbBVU2kqMuCG5cV7APaGCbTaTt0kgkzN0IJAT/EtVv9Bnfi1o2f4F84abuwrQcGDufc15wgFlyD43xbhZXVtfWN4mZpa3tnd8/eP2hqmSjKGlQKqdoB0UzwiDWAg2DtWDESBoK1gtFN7rcemdJcRvcwjpkXkkHE+5wSMJJvH6Vx9pB2QwJDFaZ0eN7jOsv8dASZb5edijMBXibujJTRDHXf/un2JE1CFgEVROuO68TgpUQBp4JlpW6iWUzoiAxYx9CIhEx76eQPGT41Sg/3pTIvAjxR/3akJNR6HAamMj9WL3q5+J/XSaB/7aU8ihNgEZ0u6icCg8R5ILjHFaMgxoYQqri5FdMhUYSCiW1uSz4bpBQ6K5ls3MUklknzouJeVqp31XINz1IqomN0gs6Qi65QDd2iOmogip7QC3pFb9az9W59WJ/T0oI16zlEc7C+fgHZ/aJ9</latexit>

pch/diskt

<latexit sha1_base64="7nNv3M2UDrHYZcHjH5pG64zfwI8=">AAACGXicbVDLSsNAFJ34rPVVdSVuBovgqiRS1GXBjcsK9gFNDJPppB06yYSZG6GE4Ie4dqvf4E7cuvIT/AsnbRe29cDA4Zz7mhMkgmuw7W9rZXVtfWOztFXe3tnd268cHLa1TBVlLSqFVN2AaCZ4zFrAQbBuohiJAsE6weim8DuPTGku43sYJ8yLyCDmIacEjORXjt0hgWyQP2RuRGCooizJcz/jkPuVql2zJ8DLxJmRKpqh6Vd+3L6kacRioIJo3XPsBLyMKOBUsLzsppolhI7IgPUMjUnEtJdNvpDjM6P0cSiVeTHgifq3IyOR1uMoMJXFnXrRK8T/vF4K4bWX8ThJgcV0uihMBQaJizxwnytGQYwNIVRxcyumQ6IIBZPa3JZiNkgpdF422TiLSSyT9kXNuazV7+rVBp6lVEIn6BSdIwddoQa6RU3UQhQ9oRf0it6sZ+vd+rA+p6Ur1qznCM3B+voFSYqiNw==</latexit>

ĝpit dispatch measurements<latexit sha1_base64="MoGmCs5qAdfL+pGOjgNqhgfrqV4=">AAACC3icbVDLSsNAFJ3UV62vqhvBTbAIdVMSKeqy4MZlBfuAJpTJZNIOnWTizI1QQj7BtVv9Bnfi1o/wE/wLJ20WtvXAhcM598XxYs4UWNa3UVpb39jcKm9Xdnb39g+qh0ddJRJJaIcILmTfw4pyFtEOMOC0H0uKQ4/Tnje5zf3eE5WKiegBpjF1QzyKWMAIBi25dWeMIXWILyC7GFZrVsOawVwldkFqqEB7WP1xfEGSkEZAOFZqYFsxuCmWwAinWcVJFI0xmeARHWga4ZAqN509nZnnWvHNQEhdEZgz9e9EikOlpqGnO0MMY7Xs5eJ/3iCB4MZNWRQnQCMyPxQk3ARh5gmYPpOUAJ9qgolk+leTjLHEBHROC1fy3SAEV1lFZ2MvJ7FKupcN+6rRvG/WWidFSmV0is5QHdnoGrXQHWqjDiLoEb2gV/RmPBvvxofxOW8tGcXMMVqA8fULMVubnw==</latexit>

(̂·)
<latexit sha1_base64="m0oFtzmeGjxN+W3uegFd2DC5Bgk=">AAACB3icbVDLSsNAFJ3UV62vqhvBzWAR6qYkUtRlwY3LCvYhbSiTyaQdOsmEmRuhhH6Aa7f6De7ErZ/hJ/gXTtosbOuBgcM59zXHiwXXYNvfVmFtfWNzq7hd2tnd2z8oHx61tUwUZS0qhVRdj2gmeMRawEGwbqwYCT3BOt74NvM7T0xpLqMHmMTMDckw4gGnBIz0WE371JcwvRiUK3bNngGvEicnFZSjOSj/9H1Jk5BFQAXRuufYMbgpUcCpYNNSP9EsJnRMhqxnaERCpt10dvAUnxvFx4FU5kWAZ+rfjpSEWk9Cz1SGBEZ62cvE/7xeAsGNm/IoToBFdL4oSAQGibPfY58rRkFMDCFUcXMrpiOiCAWT0cKWbDZIKfS0ZLJxlpNYJe3LmnNVq9/XK42TPKUiOkVnqIocdI0a6A41UQtRFKIX9IrerGfr3fqwPuelBSvvOUYLsL5+AfyXmd4=</latexit>

(·)

1 1

1

3

4

chronological order
1 3

4<latexit sha1_base64="6k1h9OE4pvEA236bkhFx4EpvwWw=">AAACFHicbVDLSgMxFM3UV62v8bFzEyyCqzIjRV0WXOhGqGAf0I4lk6ZtbGYyJHeEOsxvuHar3+BO3Lr3E/wLM20XtvVA4HDOvbmH40eCa3Ccbyu3tLyyupZfL2xsbm3v2Lt7dS1jRVmNSiFV0yeaCR6yGnAQrBkpRgJfsIY/vMz8xiNTmsvwDkYR8wLSD3mPUwJG6tgH0X3SDggMVJDcXKVpJ3mAtGMXnZIzBl4k7pQU0RTVjv3T7koaBywEKojWLdeJwEuIAk4FSwvtWLOI0CHps5ahIQmY9pJx+hQfG6WLe1KZFwIeq383EhJoPQp8M5kF1fNeJv7ntWLoXXgJD6MYWEgnh3qxwCBxVgXucsUoiJEhhCpusmI6IIpQMIXNXMn+BimFTgumG3e+iUVSPy25Z6XybblYwdOW8ugQHaET5KJzVEHXqIpqiKIn9IJe0Zv1bL1bH9bnZDRnTXf20Qysr1+J8Z+i</latexit>

pMG
jt

DemandGenerator<latexit sha1_base64="UtkmxJyvtlhVQeeRUp1fHEqvUlc=">AAACE3icbVDLSgMxFM3UV62v0S7dBIvgqsxIUZcFNy4r2Ae0tWTStA1NJkNyRxiG+QzXbvUb3IlbP8BP8C/MtF3Y1gOBwzn35h5OEAluwPO+ncLG5tb2TnG3tLd/cHjkHp+0jIo1ZU2qhNKdgBgmeMiawEGwTqQZkYFg7WB6m/vtJ6YNV+EDJBHrSzIO+YhTAlYauOXxY9qTBCZaplGWDVIO2cCteFVvBrxO/AWpoAUaA/enN1Q0liwEKogxXd+LoJ8SDZwKlpV6sWERoVMyZl1LQyKZ6aez8Bk+t8oQj5S2LwQ8U/9upEQak8jATuY5zaqXi/953RhGN/2Uh1EMLKTzQ6NYYFA4bwIPuWYURGIJoZrbrJhOiCYUbF9LV/K/QSlhspLtxl9tYp20Lqv+VbV2X6vU8aKlIjpFZ+gC+ega1dEdaqAmoihBL+gVvTnPzrvz4XzORwvOYqeMluB8/QIUQ59q</latexit>

gpit

<latexit sha1_base64="7nNv3M2UDrHYZcHjH5pG64zfwI8=">AAACGXicbVDLSsNAFJ34rPVVdSVuBovgqiRS1GXBjcsK9gFNDJPppB06yYSZG6GE4Ie4dqvf4E7cuvIT/AsnbRe29cDA4Zz7mhMkgmuw7W9rZXVtfWOztFXe3tnd268cHLa1TBVlLSqFVN2AaCZ4zFrAQbBuohiJAsE6weim8DuPTGku43sYJ8yLyCDmIacEjORXjt0hgWyQP2RuRGCooizJcz/jkPuVql2zJ8DLxJmRKpqh6Vd+3L6kacRioIJo3XPsBLyMKOBUsLzsppolhI7IgPUMjUnEtJdNvpDjM6P0cSiVeTHgifq3IyOR1uMoMJXFnXrRK8T/vF4K4bWX8ThJgcV0uihMBQaJizxwnytGQYwNIVRxcyumQ6IIBZPa3JZiNkgpdF422TiLSSyT9kXNuazV7+rVBp6lVEIn6BSdIwddoQa6RU3UQhQ9oRf0it6sZ+vd+rA+p6Ur1qznCM3B+voFSYqiNw==</latexit>

ĝpit
<latexit sha1_base64="eUG/TvCzn8MCuODfDP7C3uQr/Xc=">AAACFnicbVDLSgMxFM34rPVVFdy4CRbBVZmRoi4LblxWsA9oxyGTpm1oJhmSO0IZ5z9cu9VvcCdu3foJ/oWZtgvbeiBwOOfe3MMJY8ENuO63s7K6tr6xWdgqbu/s7u2XDg6bRiWasgZVQul2SAwTXLIGcBCsHWtGolCwVji6yf3WI9OGK3kP45j5ERlI3ueUgJWC0nHvIe1GBIY6SmmiIcuCVEIWlMpuxZ0ALxNvRspohnpQ+un2FE0iJoEKYkzHc2PwU6KBU8GyYjcxLCZ0RAasY6kkETN+Osmf4TOr9HBfafsk4In6dyMlkTHjKLSTeVSz6OXif14ngf61n3IZJ8AknR7qJwKDwnkZuMc1oyDGlhCquc2K6ZBoQsFWNncl/xuUEiYr2m68xSaWSfOi4l1WqnfVcg3PWiqgE3SKzpGHrlAN3aI6aiCKntALekVvzrPz7nw4n9PRFWe2c4Tm4Hz9ArjjoNg=</latexit>

dcurtnt

<latexit sha1_base64="2jPmqSRdUliiSWqYIfQ40f3bPz4=">AAACHHicbVDLSgMxFM34rPVVdamLYBFclRkp6rLgxmUF+4B2HDJp2oZmkiG5I5RhNn6Ia7f6De7EreAn+Bdm2i5s64HA4Zz7ygljwQ247rezsrq2vrFZ2Cpu7+zu7ZcODptGJZqyBlVC6XZIDBNcsgZwEKwda0aiULBWOLrJ/dYj04YreQ/jmPkRGUje55SAlYLSSXdIIO1lD2k3IjDUUUoTDVkWpBKyoFR2K+4EeJl4M1JGM9SD0k+3p2gSMQlUEGM6nhuDnxINnAqWFbuJYTGhIzJgHUsliZjx08kvMnxmlR7uK22fBDxR/3akJDJmHIW2Mj/VLHq5+J/XSaB/7adcxgkwSaeL+onAoHAeCe5xzSiIsSWEam5vxXRINKFgg5vbks8GpYTJijYbbzGJZdK8qHiXlepdtVzDs5QK6BidonPkoStUQ7eojhqIoif0gl7Rm/PsvDsfzue0dMWZ9RyhOThfv/X+o6U=</latexit>

d̂curtnt

2

5

2

2 <latexit sha1_base64="OWgErWsh6QxUQxFVy5B8mGaxKMQ="></latexit>

�dcurtnt

<latexit sha1_base64="Pg3tps0D66InwWhpG5UqZusZUZ0=">AAACGnicbVDLSgMxFM3UV62vUXe6CRbBVZmRoi4LLnQjVLAPaMeSSdM2NjMZkjtCGQb8ENdu9RvciVs3foJ/YabtwrYeCBzOua8cPxJcg+N8W7ml5ZXVtfx6YWNza3vH3t2raxkrympUCqmaPtFM8JDVgINgzUgxEviCNfzhZeY3HpnSXIZ3MIqYF5B+yHucEjBSxz5oDwgkUXqftAMCAxUkN1dp2kkeIO3YRafkjIEXiTslRTRFtWP/tLuSxgELgQqidct1IvASooBTwdJCO9YsInRI+qxlaEgCpr1k/IcUHxuli3tSmRcCHqt/OxISaD0KfFOZHarnvUz8z2vF0LvwEh5GMbCQThb1YoFB4iwQ3OWKURAjQwhV3NyK6YAoQsHENrMlmw1SCp0WTDbufBKLpH5acs9K5dtysYKnKeXRITpCJ8hF56iCrlEV1RBFT+gFvaI369l6tz6sz0lpzpr27KMZWF+/wd6ibw==</latexit>

p̂MG
jt

5 5
5

4

EMS



Conclusion

Summary

• We analyzed the vulnerability of power grids with high PV penetration against an intraday FDI attack that 
falsifies DER dispatch and monitoring signals.

• Based upon the dispatch prediction and dispatch falsification models, we illustrated how gradual 
manipulation of DER outputs can cause a power imbalance which exceeds the system reliability margin. 

• To enhance the power grid reliability against the attack scenario, we also proposed a detection model 
utilizing a kernel SVR which allows a power grid operator to predict the reduction in the system margin 
ahead of time. 

• The numerical experiments demonstrate the attack scenarios and the performance of the detection model 
on the HCE test system, which is based on real-world demand and generation profile data provided from a 
power utility in Colorado.
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