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Abstract—We present methods and applications for the devel-
opment of digital twins (DT) for urban traffic management. While
the majority of studies on the DT focus on its “eyes,” which is
the emerging sensing and perception like object detection and
tracking, what really distinguishes the DT from a traditional
simulator lies in its “brain,” the prediction and decision making
capabilities of extracting patterns and making informed decisions
from what has been seen and perceived. In order to add
value to urban transportation management, DTs need to be
powered by artificial intelligence and complement with low-
latency high-bandwidth sensing and networking technologies,
in other words, cyberphysical systems. This paper can be a
pointer to help researchers and practitioners identify challenges
and opportunities for the development of DTs; a bridge to
initiate conversations across disciplines; and a road map to
exploiting potentials of DTs for diverse urban transportation
applications.

Index Terms—Digital twin, AI, urban traffic management.

I. INTRODUCTION

URBAN transportation systems are complex to model
and simulate, due to heterogeneous road users (such as

cars, pedestrians, cyclists, scooters) interacting in multimodal
traffic environments consisting of public and private travel
modes. With fast-changing traffic evolution in time and space,
traffic simulation, if improperly calibrated, might produce
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traffic management strategies that largely deviate from the
reality, potentially leading to suboptimal or even detrimental
outcomes. With ubiquitous sensors in smart cities, it is the
time to augment conventional traffic simulators, many of which
were developed in an era when only “small data” became
available. Emerging traffic sensors are expected to generate big
volumes of data, transmitted via communication networks and
processed on edge cloud computing with artificial intelligence
(AI) for real-time traffic management. Such a transforma-
tion calls for the development of a new paradigm, namely,
digital twin (DT), which will push the envelope in urban
transportation management.

Literally, DT is the digital replica of a physical object or
asset [1], where a digital world mirrors a physical world for
real-time diagnosis, prognosis, and decision making. Recent
years have seen a growing amount of studies on DT in various
domains [1], [2], [3], including a sizable body of articles on
vehicular DTs [4], [5], [6], [7], [8].

With recent explosive growth of literature on DTs, we
would like to restrict the scope of this paper to applica-
tions in the urban setting, especially when vulnerable road
users (VRU) (i.e., non-motorists such as pedestrian, bicyclists,
other cyclists, or persons on personal conveyance [9]) are
an integral part of the system and also potential users of
the DT. The studies of DTs for urban traffic management,
especially involving VRUs, are lacking, partly because the
development of a DT for a system is non-trivial, particularly
when involved with humans. This paper presents methods
and applications for the development of DTs for urban trans-
portation systems. We will depict a DT pipeline prototype,
leveraging the architecture of cyberphysical systems and AI
methods.

The rest of this paper is organized below. Section II intro-
duces transportation DTs enabled by cyberphysical systems,
and position this paper; Sections III and IV review each
component within CPS, and use cases for urban transportation,
respectively. Section V demonstrates the available testbeds for
DT testing and validation. Section VI concludes our work,
presents potential research directions and open questions.

II. PRELIMINARIES

The definition of DT has evolved rapidly. Despite presenting
its own version, articles share common elements and resemble
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Fig. 1. Schematic diagram of a DT.

certain characteristics [1], [10], [11]. In general, there is a
physical world (aka. the physical) and a digital world (aka.
the digital). The physical world evolves in time and space. To
ensure that the physical system is run in a desired direction, it
requires close monitoring, operation, and management. Thus,
the role a digital world plays is to model and simulate the
dynamics of the physical world in a synchronized fashion, so
that the digital can also predict the future states of the physical
precisely, which offers a ground for optimal decision making.
The physical and the digital exchange data and information
flows via a two-way communication. Specifically, the physical
sends the data of its own state to the digital, and the digital
feeds back the actuation signals to the physical. The actuation
would trigger a change in the stage of the physical, and the
updated state is sensed and sent back to the digital again.
This iterative process runs between the physical and the digital
as time unfolds. The sequential states of the physical should
move towards a more desired state than without a DT. In other
words, the ultimate goal of a DT development is to add values
to the physical for improved safety and efficiency. Below, we
first formalize transportation DT, and then discuss the relation
between DT and cyberphyscial systems.

Definition 2.1: Transportation digital twin (T-DT) is a
digital system integrating the pipeline from object detection
and tracking, resource allocation, edge-cloud computing and
communication, for online simulation, operation, control and
management. It is updated online using continuously fed data
collected from the physical and send control policies or issue
warnings back to the physical, leveraging big data and AI
tools. T-DTs are closed-loop with two-way communication,
where data, information, and control signals are exchanged
with the physical sequentially and reiteratively.

Definition 2.2: Cyber-Physical Systems (CPS) [12] are
smart systems that include engineered interacting networks
of physical and computational components. CPS holds great
potential to enable real-time applications thanks to emerging
technologies in sensing, communication, and computing.

A transportation CPS interlinks physical and cyber lay-
ers, where the cyber layer consists of sensing, networking,

computing, and traffic management application modules (see
Fig. 1). The DT encloses the cyber layer, and relies on all the
modules for two-way interaction with the physical. To enable
the technological development of a DT, a physical testbed is
needed as a platform for sensing, computing, experimentation,
evaluation, as well as design constraints determination. Tab. I
outlines the comparison of a partial set of related work.

The publications on T-DT are normally segmented by differ-
ent communities and journals, which could prevent researchers
from understanding the entire pipeline, from upstream sensing
and perception, to downstream transportation applications. For
example, [17] on networking DT is primarily focused on the
development of communication technology with evaluation
on latency, even its use case is transportation. Transportation
researchers, who hope to implement this system in real-world,
have to seek more details about how traffic dynamics would
impact the performance, which is unfortunately missing. This
is likely because the authors belong to the society of commu-
nication and networking. Another example is that, [3] focused
on vehicular DT, heavily rely on the foundational knowledge
in CPS, which could be somewhat unfamiliar to many trans-
portation researchers. Realizing such a gap in a large body
of literature on T-DT, this paper aims to unify the knowl-
edge by presenting a comprehensive summary upfront, and
exemplify the pipeline following the summary with selected
applications. After all, the development of a T-DT calls for the
interdisciplinary collaboration across transportation, electrical
engineering, mechanical engineering, computer science, and
human-machine interaction. To foster the readability of the
paper, in the next section, we first offer a comprehensive state-
of-the-art review on related work along the CPS pipeline.

III. CPS-ENABLED DT

The development of CPS-enabled DT must engage with
expertise in sensing, communication, computing, and human-
centric perspectives, where AI methods are backbones.

A. Sensing and Perception

Sensors are the “eyes” (and “ears”) of a DT. Tab. II summa-
rizes the pros and cons of each sensing technology, namely,
mobile devices, on-board vehicles, and roadside infrastructure,
for urban traffic applications. The former two are mobile
sensors with wider spatial coverage but challenge in preci-
sion because of moving references, while the latter at fixed
locations could face limited sensing ranges and coverage.

B. Object Detection and Tracking

Object detection identifies and classifies objects within the
environment using sensors like cameras, Lidar, and Radar.
Object tracking is the process of monitoring the detected
objects over time to determine their position and move-
ment. Multi-object tracking is concerned with maintaining
the identity of the objects and generating their trajectories.
Trajectory prediction involves forecasting the future paths
of detected and tracked objects. These tasks highly rely on
training datasets for urban traffic scenes. Note that there is a
much larger size of public datasets collected from on-board
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TABLE I
COMPARISON OF RELEVANT REVIEW PAPERS ON DT

vehicles [27], but fewer from other sensor types. Here we
thus summarize commonly used and emerging datasets from
non-vehicle sensors in Tab. III.

Object detection has been studied extensively for urban
applications. A large number of studies focus on low-altitude
vehicle and pedestrian detection [53], [54]. Many focus on
high-altitude aerial environments, where small object detec-
tion becomes an important challenge [33], [35], [37], [38].
Single-stage object detectors, following the original single
shot multibox detector [55] and You Look Only Once
(YOLO) [56] architectures, have become popular due to
their real-time deployment capabilities. In the last few years,
transformer-based object detection approaches, competitive
with YOLO models, have emerged as the state-of-the-art
in object detection when designed to be deployed in the
real-time setting [57], [58], [59], [60]. Recent progress
in YOLO object detection performance has been enabled
through multiple small tricks in architecture and training that
all together provide significant improvements in empirical
performance [61].

When multiple camera views are available, 3D object detec-
tion has been studied heavily for autonomous driving [53],
[62], as well as for infrastructure-based 3D object detection
[28], [29], [30], [31]. Many approaches to 3D object detection

use object queries [63], bird’s-eye view transformations [64],
or a combination of the two [65].

To build models that make weaker assumptions regarding
the sensors, some models have considered the harder task of
monocular 3D object detection. MonoCon uses extra regres-
sion head branches for learning auxiliary contexts, that are
then discarded during inference [66]. DEVIANT is a model
architecture equivariant to depth translations [67]. MonoLSS
introduces a learnable sample selection module to improve the
stability and reliability of the model at test time [68]. Different
models have been proposed for infrastructure-based 3D object
detection, as many models developed for vehicle-side percep-
tion make strong assumptions regarding the position of the
cameras. BEVHeight predicts height to the ground to support
3D object detection [69]. CoBEV combines depth and height
features to further improve the performance of infrastructure-
based 3D object detection [70]. MonoUNI presents the idea of
normalized depth, which makes depth prediction independent
of camera pitch angle and focal length [71].

To improve the limitations of camera-only perception
methods, different sensor combinations are explored. For
example, LiDARs or radars, combined with cameras, can
detect objects in scenarios where using only the camera is
insufficient, such as extreme lighting and weather conditions,
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TABLE II
SENSORS FOR URBAN TRAFFIC APPLICATIONS (PARTIALLY ADAPTED FROM [18], [19])

TABLE III
PUBLIC DATASETS FOR URBAN TRAFFIC SCENES(ON-BOARD VEHICLE DATASETS CAN BE FOUND IN [27])

or anomalous situations where the camera data is significantly
out-of-distribution. Sensor fusion for self-driving cars is now
being studied including sensor data for these modalities [72],
[73]. These methods often involve the projection of cam-
era, radar and LiDAR features independently to a bird’s-eye
view feature space, wherein an aggregation function could

be used to merge the features extracted from these different
sensors.

Multi-object tracking involves matching newly detected
objects with the existing ones by their inter-frame posi-
tional and visual similarity information [74], [75]. ByteTrack
improves the traditional Hungarian-algorithm-based match-
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TABLE IV

COMPARISON OF VARIOUS APPROACHES AND OPTIMIZATION OBJECTIVES IN VIDEO ANALYTICS

ing paradigm to gather more comprehensive information
[76]. BoT-SORT further incorporates advanced object re-
identification modules and a refined Kalman filter for more
accurate performances [77]. BoostTrack explores novel dis-
tance and shape similarity measurements to deal with
ambiguity caused by unreliable detection results [78], [79].

Predicting future trajectories of detected objects is often a
crucial part of safety-critical applications. Numerous deep neu-
ral network models have emerged as competitive candidates
for trajectory prediction over the past few years. Majority
of modern architectures for predicting future trajectories of
detected objects adopt Recurrent Neural Networks which is
responsible for predicting future object positions based on their
historical coordinates, together with generative components
which handles the variation and flexibility in social interactions
[80], [81]. Neural Social Physics model [82] incorporates
learnable parameters into explicit physics models built on top
of neural networks. SemanticFormer [83] seeks more structural
and humanized environment understanding by constructing a
semantic knowledge graph. TrajNet++ [84], TDOR [85], and
CASPNet++ [86] predict the distributions of future trajectories
based on occupancy grid maps. Models like FRM [87] and
PPT [88] decompose the prediction task by taking a multi-
stage approach. Larger amounts of data comprised of multiple
modalities and more comprehensive frameworks have shown
increasing importance as is demonstrated by UniTraj++ [89].
Unlike the tracking algorithms, specific training or fine-tuning
is often required before the deployment of trajectory forecast-
ing models to unseen scenarios.

C. Real-Time Video Analytics

Developing end-to-end real-time video analytics systems
on a large scale for time-sensitive and safety-critical traf-
fic and crowd management applications presents challenges.
Video analytics requires the collection and processing of

large volumes of video data, which can be resource-intensive
and costly. Optimizing computation and network resource
usage while maintaining or enhancing the accuracy of ana-
lytical results can be challenging. This challenge is further
complicated by the need to adapt to varying network condi-
tions, computational resources, and dynamic scene changes
in real-time. Tab. IV provides a comparative analysis of var-
ious approaches to address these challenges. The approaches
differ in their focus–some prioritize reducing latency and
resource consumption, while others emphasize maintaining or
enhancing accuracy, especially under constrained conditions.
This comparison provided in Tab. IV highlights the trade-
offs inherent in real-time video analytics and emphasizes
different optimization methods to balance throughput, accu-
racy, energy consumption, and computational efficiency across
diverse deployment scenarios, including edge devices, cloud
platforms, and hybrid environments.

D. Communication and Networking

A DT for safety-critical applications requires real-time com-
munications with aggressively low latency. We explore issues
related to low latency communications, and survey component
technologies and protocols that can be utilized to achieve very
low latency.

1) Real-Time Requirements and Low Latency Targets: Sen-
sor and control data in a real-time system is subject to latency
created by the stages, namely, (1) data acquisition from traffic
participants (such as camera recordings and encoding, harvest-
ing data from autonomous vehicles, and collect information
from fiber); (2) transmission of data across communications
links from sensors to inferencing servers using communica-
tions protocols such as Transmission Control Protocol (TCP),
Unreliable Data Protocol (UDP) and Real-Time Streaming
Protocol (RTSP); (3) data preprocessing (video decoding,
and cropping); (4) AI inferencing; (5) higher level reasoning
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TABLE V

COMMUNICATION PROTOCOL COMPARISON FOR REAL-TIME DT SYSTEMS

about required feedback to traffic participants; and (6) sending
feedback to traffic participants across communications links
via low-latency broadcast or dedicated channels over wired
and wireless.

Smart city applications can be grouped according to their
latency requirements. Many, if not all, pedestrian-associated
application (facilitated by pedestrian detection/observations
and message notifications) are likely to expect the round trip
delay in the range of a couple of seconds. Such latency can be
supported by contemporary cameras, communication protocols
and inferencing engines. Applications which would attempt
to close the observation/notification loop for vehicles moving
at about 10 km/h may expect latency in tens of millisecond.
Using conventional video compression, RTP/RTSP streaming
and edge computing is inadequate to support such latency. This
presents the opportunity to pursue novel engineering solutions
and research problems.

2) Communication Techniques and Protocols: Ultra-
Reliable Low Latency Communications (URLLC), a key
component of 5G wireless, can help achieve the low latency
targets. Along with enhanced mobile broadband (eMBB)
and massive machine-type communication (mMTC), URLLC
[117] represents one of the three main capabilities of 5G
New Radio (5G NR), as standardized by the 3rd Generation
Partnership Project (3GPP). In the context of transportation
systems, URLLC aims to deliver up to 99.999% reliability and
single-digit millisecond latency [118]. However, meeting these
performance metrics is challenging in practice due to complex
channel environments, particularly in dense urban areas, which
can reduce reliability. For intelligent transportation systems,
where URLLC may be used as infrastructure backhaul, the
target is an end-to-end latency of 30 ms [119].

An emerging technology in this space is Cellular-Vehicle-
to-Everything (C-V2X), which has largely replaced the
earlier Wi-Fi-based Dedicated Short-Range Communications
(DSRC). Unlike DSRC, C-V2X leverages cellular networks,
allowing network providers to offer always-on connectivity,
which is a critical feature for time-sensitive applications. Addi-
tionally, private 5G networks are being developed to ensure
this level of connectivity, overcoming the congestion and range
limitations inherent to Wi-Fi [120]. In transportation systems,
active collaboration between wireless service providers and
vehicle manufacturers is in progress to integrate private 5G
networks into vehicular networks [121].

Tab. V summarizes the key characteristics of commonly
used IoT communication protocols, Message Queuing Teleme-
try Transport (MQTT) [122], Constrained Application Proto-
col (CoAP) [123], and Hypertext Transfer Protocol (HTTP)
[124]. Among them, MQTT emerges as a practical choice, due
to its combination of low latency, high scalability, and reliable
delivery mechanisms. Its lightweight publish/subscribe model,
Quality of Service (QoS) guarantees, and session management
make it well suited for real-time data exchange in dynamic,
safety-critical environments like urban transportation systems
[125], [126].

IV. USE CASES FOR URBAN TRANSPORTATION

The value of a DT for urban transportation management
ranges from traffic state prediction, spatiotemporal traffic flow
forecasting, to urban planning and policy making. Here we
primarily focus on those that are particularly important in
urban settings leveraging video analytics, namely, VRU safety
warning at road intersections and traffic signal control.

A. Safety-Time Critical Applications

Safety-critical applications [127], making automated life-
and-death decisions such as collision avoidance warning
between automobiles and pedestrians, need to activate at the
precise time and the right moment with bounded latency.
Exemplary systems include autonomous driving, Industry 5.0,
and mobile and collaborative robots, strictly entailing pre-
cise time, computing, communication with bounded latency
and AI [128]. Theses systems hold the substantial potential
to enhance road safety and save lives. They are, however,
risky to test and run, because rare events like automobile
collisions are challenging and unethical to replicate. Thanks
to emerging technologies in ubiquitous sensing, low-latency
high-bandwidth communication, high-speed computing and
AI, safety critical applications could potentially be modeled,
simulated, processed, and tested in a DT. The applications of
DTs on safety-critical scenarios, however, remains understud-
ied, because it necessities short runtime and real-time reaction,
posing high requirements for communication and computing
technologies, pipeline architecture design, and testing.

Intersections, where sixty percent of crashes happen [129],
[130], are critical bottlenecks of an urban transportation
network. To improve urban road safety and increase traffic
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TABLE VI

LITERATURE REVIEW ON SAFETY WARNING TO VRUS

capacities, safety warning is the key. We summarize the safety-
critical applications to address conflict risks between vehicles
and VRUs in Tab. VI, and offer an outlook of safety guarantee
related methods in Sec. VI-A.3.b.

B. Adaptive Traffic Signal Control

Stochasticity arising from travel demands, un-predicted
VRU movement, and traffic gridlocks requires traffic operators
to design adaptive traffic signal control (ATSC). With a large
amount of agents (including VRUs, traffic lights) continuously
interacting in a stochastic environment, classical optimiza-
tion tools in deterministic environments could fail to capture
such complex decision-making processes. There is a surge in
employing learning methods, including reinforcement learning
and federated learning, to optimize traffic signals [140], [141],
[142], [143], [144], [145], [146], [147], [148]. With an increas-
ing concern in data governance and privacy, federated learning
witnesses a growing trend that allows optimizing centralized
control while preserving distributed data privacy [149], [150],
[151], [152], [153], [154]. Related work are summarized in
Tab. VII. The last column indicates whether the optimization
accounts for the safety of VRUs or not.

TABLE VII

SUMMARY OF PAPERS USING (F)RL FOR ATSC

V. PHYSICAL TESTBEDS FOR DT VALIDATION

Physical testbeds are essential for verification, validation,
and testing of DTs in diverse and out-of-distribution scenarios.
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TABLE VIII

SUMMARY OF REAL-WORLD AND SCALED DOWN TESTBEDS IN THE U.S

It offers a platform for sensor instrumentation, data collection,
actuation, to close the information flow and control feedback
loop. Datasets collected from a testbed, if open-sourced, could
be used by other researchers who cannot afford building a
testbed. Below, we summarize existing testbeds in Tab. VIII
based on their types, namely, real-world, closed-track, or
scaled-down. Except COSMOS focusing on the dense urban
traffic environment, these testbeds are primarily developed for
the testing of vehicular technologies and control.

VI. CONCLUSION AND OPEN QUESTIONS

In this paper, we first review the AI methods applied to
every stage of the DT pipeline, from object detection, tracking,
prediction, simulation, to traffic operation and management.
Then, how DTs are leveraged for use cases including intersec-
tion safety warning and traffic signal control are introduced.
Following that, the testbeds for DT testing and validation are
presented. A growing number of sensors, explosive amounts
of data, and increasing computational powers have opened up
tremendous opportunities for researchers to apply AI to create,
train, evaluate, and streamline DT pipelines for urban traffic
management. Subsequently, we will present emerging trends,
challenges, and open questions for the development of DT.

A. Emerging Trends

While literature on DTs for individual components has been
surging, how each element of the DT works collectively and

function organically is key to the development of the next-
generation DT, which could empower the intelligence and
automation of transportation applications.

1) Engineering the Pipeline: Engineering a DT via the
integration of multiple subsystems poses technical challenges,
and we will name a few.

a) Sensor fusion with time synchronization: Vari-
ous methods have been proposed to tackle the time-
synchronization problem in multi-camera settings for a single
intersection or area, either utilizing visual cues or through
explicit clock synchronization between the cameras. [168]
estimates the spatial transformation between the views. [169]
proposes an approach at time synchronization based on the
temporal alignment of matching trajectories of entities present
in the overlapping scenes. [170] proposes solving a global
alignment problem based on video feature descriptors. [171]
uses image features to train neural networks for solving the
alignment problem. [172] proposes a neural network that uses
pose cues to align videos temporally. [173] proposes the use of
abrupt lighting changes as temporal cues for facilitating align-
ment for rolling shutter cameras. Other approaches include
estimations of camera capture and transmission latency [174],
or clock synchronization [175], [176], [177]. These approaches
address the problem of synchronizing sensors across different
road intersections. Efficient, low-latency implementation of
these methods are vital for synchronization and fusion of
camera predictions.
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Fig. 2. Urban T-DT use cases.

b) Designing edge-cloud architecture and networking:
To facilitate the development of a DT in an urban setting
with numerous intersections capable of communicating with
vehicles and VRUs, an extended network of cloud-connected
edge devices and sensors, such as cameras, is required. These
sensors generate substantial amounts of real-time data that
must be transmitted to edge or cloud systems and processed
with bounded latency. The data from all sensors should be
integrated into a centralized platform. Given the extensive
distribution of these devices, privacy and data security become
critical considerations. To safeguard privacy, encoded sensor
data is transmitted only to edge devices, where it is pro-
cessed to extract relevant metadata. Only this metadata is
then forwarded to the cloud or central platform for further
analysis and integration, ensuring that no raw data or personal
information is shared. To this end, data and device federation
using federated (reinforcement) learning has gained growing
traction [152], [178], [179].

c) Integrated sensing and communication: Integrated
sensing and communication (ISAC) is an emerging direction
in the design of Beyond-5G wireless networks, enabling
transmitted communication waveforms to be opportunistically
used as radar-like sensors [180], [181]. In urban mmWave
and sub-THz networks, ISAC can enable real-time tracking of
vehicles and pedestrians, enhancing sensor fusion algorithms
without compromising the network’s primary communication
responsibilities. Future research directions may focus on lever-
aging high angular resolution from densely packed phased
arrays to achieve precise beamforming, with the potential
to introduce imaging-like capabilities within communication
networks [182], [183].

2) Emerging DT Applications: With the increasing demand
for urban passenger and goods delivery, emerging technologies
like urban sensing, electrification, connectivity and auton-
omy, and robotics have been gradually transforming urban
streetscapes, which pose new challenges to the operation and
management of urban infrastructure and public space. DTs are
crucial to improve urban safety and mobility in infrastructure
planning, service operation and management, and ultimately,
policy making.

Here we do not aim to enumerate comprehensive urban
transportation applications with DTs, since there exist survey

papers [4], [5], [6], [15], [184], which summarize those in
operation (e.g., anomaly detection and warning, emergency
response), maintenance, and mobility (e.g., transit operation,
or driving). Instead, we focus on emerging applications in
urban settings, and the potentials the DT holds for them. In
Fig. 2, emerging use cases are categorized based on required
communication latency (x-axis), spatial resolution (y-axis),
and data bandwidth (z-axis), respectively.

3) AI Models: AI methods have been applied to every stage
of the DT pipeline. We will point out key challenges of AI
methods in transportation.

a) Physics-informed AI: When it comes to the devel-
opment of a T-DT, the mutual interaction between domain
knowledge and AI is necessary. Domain knowledge in traffic
flow and road safety that has been developed for decades,
provides valuable insights into every stage of the DT pipeline.
In particular, it helps inform technological advancement and
testbed deployment, data collection, model selection and
training, resource allocation and optimization, as well as
performance metrics selection. For instance, the understanding
of how traffic evolves across time and space and how entities
interact with one another at a road junction, could guide
to what degree of granularity and precision the semantic
segmentation should be done in object detection and track-
ing, how communication and networking resources should be
prioritized, and what models and metrics should be used for
risk prediction.

b) Safety guarantee of AI: DTs, heavily relying on
hardware, software, and algorithms, are vulnerable to risks
posed by probabilistic events. Failures in sensors, commu-
nication channels, or algorithms can result in erroneous or
missing inputs to downstream prediction or decision-making,
ultimately compromising the feedback loop from the DT to the
physical. The rise of AI-empowered DTs introduces additional
risks, including adversarial attacks [185], [186], [187], ethical
concerns [188], [189], [190], and trustworthiness in real-world
applications [191], [192], [193]. How can DTs be designed
with provable safety guarantees, accounting for uncertainties,
failures, and attacks? To achieve this, several methods have
been proposed, including reachability analysis [194], robust
optimization [195], and control barrier/Lyapunov functions
[196], [197]. These methods are mathematically rigorous to
ensure that DTs generate outputs within safe regimes. With the
emergence of AI, adapting these methods to ensure the safety
guarantees of AI models is becoming increasingly important.
For instance, reachability analysis has been employed in
safe reinforcement learning [198], [199]. Robust optimization
techniques have also been applied to enhance model robustness
towards adversarial attacks [200], [201]. Additionally, control
barrier functions and Lyapunov functions have been integrated
into neural networks to enforce safety constraints and maintain
system stability [202], [203].

c) Evaluation and validation: As opposed to traditional
traffic management systems heavily involved with humans, an
AI-powered CPS-enabled traffic management system demands
high degree of autonomy, with increased complexity and scale.
Since testing traffic management strategies could be unethical
and unsafe, DT thus becomes a crucial tool for the test and
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verification. There does not exist a unified scheme about what
to validate, verify, and test in a DT. Here, we would like to
decompose this problem into several layers. First, we need to
evaluate whether an DT represents its corresponding physical
world correctly. Ideally, the digital is expected to be the twin
of the physical, accordingly, “Grieves performance test” [1]
is a high-level abstract way to compare the difference in the
outputs of both the physical and the DT. This is associated
with real2sim gap to be defined and elaborated more in the
next section.

Second, we need to verify the system behavior of an DT-
enabled CPS, and ensure that it performs as desired [204],
such as safety, efficiency, accuracy, and timeliness. Such
testing is non-trivial, due to the integration of cyber and
physical components, as well as their two-way coupling via
communication and networking. There are normally four types
of tests [204], namely, conformance testing (i.e., whether a
system conforms to an expected behavior), robustness testing
(i.e., whether a system is robust against stochasticity in envi-
ronments), fragility testing (i.e., whether the output of a system
is robust against perturbation in inputs), and security testing
(i.e., whether a system is not affected by cyber-attacks). DTs
play important roles in the above tests, while experimental
design is crucial to cover comprehensive scenarios leveraging
game theory [205] and in recent years, generative models
[206].

The presence of human factors along the DT pipeline could
complicate the evaluation of cyber-physical-human systems,
because of randomness and unpredictability in human behav-
iors [207]. Humans are not only participants in traffic (as
drivers, pedestrians, cyclists), they are also creators and users
of DTs. For DTs that involve the feedback to humans, human-
in-the-loop test is widely used [207], [208], [209]. Recent
years have witnessed a growing trend of using augmented
reality and virtual reality to engage humans as pedestrians,
cyclists, or scooters in virtual environments without inducing
real-world risks [138], [210]. Hardware-in-the-loop testing,
such as vehicle-in-the-loop [211], could help test the perfor-
mance of some physical components “live,” while allowing the
rest to be simulated within a DT. Since there does not exist
a unified approach for the DT testing, evaluation methods,
metrics, testing platforms should be developed to facilitate
standardized assessment and validation of AI models.

d) Benchmark datasets & shared testbed resources: Due
to limited availability and single perspective of real-world
datasets, synthetic data generation from realistic 3D simu-
lators has become increasingly popular for urban computer
vision problems. However, open mixed-perspective datasets
that adapt to diverse deployment conditions remain scarce.
Advances in open-vocabulary object detection offer a promis-
ing avenue to address this gap [212], [213], [214].

To advance the application of AI in DT, we must “stand on
the shoulders of giants.” In other words, each team does not
simply develop one DT for its own internal use. Instead, we
hope that an AI-powered DT could be generalized to diverse
tasks, transferred to diverse spatiotemporal settings, and shared
for co-development among global researchers. Accordingly,
we need to standardize application scenarios, benchmark

datasets and methods, and unified test environments, for repet-
itive training and test [215]. Benchmark datasets and methods
necessitate performance comparison of any newly proposed AI
methods against the state-of-the-art (SOTA) methods. Thus,
the transportation community must push to open source data,
codes, simulation, algorithms, and results for replicability.
For example, standard test platforms, such as Gym, Flower,
PettingZoo, and Ray RLlib, are important to benchmark var-
ious AI models and methods, which is mostly missing in the
transportation community.

While data and methods can often be shared, advancing
DTs ultimately depends on shared physical testbeds. These
real-world platforms are essential for validation and learning,
yet remain costly and space-constrained—calling for new, col-
laborative approaches from the community. Recent years have
seen a growing effort to crowd-source existing testbeds pushed
by both agencies and researchers. For example, augmented
from the Mcity Test Facility by remote access, Mcity 2.0 [216]
enables researchers to connect to the site via a secure cloud
interface, run experiments without being physically present,
and interact with a mixed-reality environment that overlays
virtual actors onto the physical track. In this way, Mcity 2.0
operationalizes standardized, repeatable testing by tightly inte-
grating simulation, physical infrastructure, and remote vehicle
control in one unified platform.

B. Challenges and Open Questions

1) Closing Real-to-Sim-to-Real Gap: A key challenge in
applying models trained in simulated environments to the
real-world is domain shift between the training and test
environments. Models trained in simulators might likely expe-
rience performance degradation when tested in the real world,
where the environment includes unpredictable variations that
simulators cannot fully replicate. Such a shift – caused by
discrepancies between simulated and real-world conditions
– can undermine the generalization of models, resulting in
reduced performance in scenarios not represented in training.
Accordingly, two gaps exist while establishing a DT, namely,
real-to-sim (real2sim) gap (i.e., the deviation of the simulated
digital world from the real-world), and sim-to-real (sim2real)
gap (i.e., the performance deviation of interventions imple-
mented in the real-world from those simulated in the digital
world). The smaller these two gaps are, the closer an DT is
to reality.

Although these gaps penetrate through each stage along the
DT pipeline, from computer vision, tracking, to prediction,
and intervention, sim2real transfer is more studied in object
detection [217] and policy learning [218], [219], [220], [221].
The major application area of sim2real transfer in DT is
robotic manipulation [222], while that in urban navigation and
autonomous driving has witnessed a gradual surge, particularly
in computer vision [223] and reinforcement learning [224],
[225]. Key methods include domain randomization [206],
[226], which introduces variations to augment training data
and expose the model to a wide range of scenarios; and domain
adaptation [227], [228], a technique of finding mappings to
transfer data points observed empirically from two different
data distributions.
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How do we characterize real2sim gap and control such
a gap? This boils down to quantifying errors of the digital
representation of a physical world. Minimizing the real2sim
gap is key to system identification and representation learning.
Depending on observability and internal workings, a system
could be modeled as interpretable, partially interpretable, or
opaque [229]. Domain knowledge could help represent the
physical world with higher accuracy. For example, hybrid twin
[230] relies on both data-driven and physics-informed AI.
Since calibration of a full model could be time-consuming,
expensive, and potentially infeasible, the model reduction
philosophy has become popular. Digital shadow [11], a digital
model with one-way data exchange from the physical to the
digital, takes less effort to build, but could fail to update
the state of the physical world once feedback is executed.
Digital cousin [231] aims not to build a simulation model that
replicates the reality exactly, instead, mainly focus on end-to-
end gap, namely, from real-world sensing to intervention.

2) Prototyping DTs for Human Intelligence: Many studies
define a DT as emerging technologies, namely, object detection
and tracking with edge-cloud computing and communication.
These technological enablers, however, are essentially “eyes”
of a DT, while what really distinguishes a DT from traditional
simulators lies in its “brain,” the prediction and decision
making modules that are capable of extracting patterns, model-
ing semantics, and making informed decisions drawing upon
what has been seen and perceived. How do we establish a
foundational DT that develops human-like intelligence with
machine automation? A DT with comparable human-like intel-
ligence or artificial general intelligence (AGI) should consist
of a hierarchical cognitive structure analogous to a human’s
neural system, backed up by emerging hardware, software, AI
algorithms, and API interfaces. The architecture of a proposed
DT could consist of:

1) Eyes: object detection and tracking, and perception,
powered by convolutional neural networks;

2) Neural systems: edge-cloud networking and computing
backbone, powered by resource allocators [232] and
cognitive DT [233];

3) Brain: data storage and processing, reasoning and plan-
ning, inference and generalization, powered by causal
inference and counterfactual analysis [234];

4) Communication and reasoning: natural language pro-
cessing and vision reasoning, powered by generative AI
(GenAI) [235].

A T-DT could be deemed as the world model of a trans-
portation manager. A world model is a mental model learned
by an AI agent to simulate the evolution of its environment
for action planning and reasoning. It is a special type of DT
that relies on the agent’s own sensor information. Moreover,
it can be embedded into a DT as the AI agent’s internal,
abstract representation of the physical world. A world model
emerges from the field of robotic learning, and there is an
emerging trend to augment a world model with cognitive and
reasoning capabilities for more accurate representation and
prediction [236]. Such a trend, we strongly believe, must be
the pathway for the next-generation of DTs, despite that DTs
could be an external representation of a system that would

facilitate engineers to monitor, diagnose, control, and manage
the system.

In particular, foundational and GenAI models, which are
shown to empower cognitive and reasoning architectures of the
world model, have demonstrated great potential in DTs [237],
[238], [239]. Large language models (LLM) have been used
to generate new data for training [240], [241], [242], enhance
interactions between human users and the DT system [243],
making personalized recommendations [244], [245] and even
automate code generation [246] and creation process of DTs
[247]. On the other hand, vision language models (VLM) help
augment training datasets for robustness, including generation
of critical events [248], videos [249], [250] and simulations
[251], as well as visual question answering [252], [253]. Thus,
we believe that GenAI-powered DT will be the next-generation
of DTs for efficient and safe traffic management.

3) Limits in AI: Despite the promising future of AI-
powered DTs, application of AI to DTs could face challenges.
As opposed to classical statistical methods, AI algorithms
are generally black boxes where their inner workings are not
transparent to developers nor users. Thus, interpretability or
explainability using Shapley value [254], PIDL [255], sym-
bolic regression [256], or Kolmogorov-Arnold networks [257]
can potentially reveal to some degree the rationale underlying
the predictions. Unlike humans, AI models do not understand
causes and heavily rely on correlations to make predictions.
Without knowing causality could render AI methods incapable
of generalizing to unseen data. Thus, augmenting AIs with
causal reasoning and inference could increase its deductive
capabilities [258], [259], [260]. In addition, generative AIs
could produce hallucination, which might lead to nonphysical
predictions or unrealistic decision making. Introducing physics
based domain knowledge could help fine tune these mod-
els, enhance inductive biases, and generate more meaningful
outputs. On the other hand, the emergence of LLM could
facilitate the alignment of AI models with human preference.
For example, reinforcement learning from human feedback
[261] has seen a rapid growth for preferential learning in
autonomous driving [262], as well as the generation of more
realistic traffic DTs [263].

Last but not the least, there has been a growing trend
in developing safe AI systems aligned with human values
and objectives. For example, recent studies have focused on
evaluating LLMs in terms of toxicity [264], privacy [265],
ethics [266], and fairness [267], indicating that LLMs are not
sufficiently safe. It is thus crucial to continually achieve safety
guarantees of AI, especially for the implementation of DTs.

In a nutshell, transportation applications in urban settings
are generally challenging to design, develop, deploy, and
test for their potential unsafe and unethical consequences.
Thus, AI-empowered DT plays a critical role in effective
implementation of these applications. Despite relatively sparse
literature in this domain, we review an ensemble body of
literature on how to leverage emerging technologies in sensing,
communication, edge and cloud computing, for urban traffic
management. We hope this paper can serve as a pointer to
help researchers and practitioners understand SOTA methods
and gaps on the development of DTs; a bridge to initiate

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 

Authorized licensed use limited to: Columbia University Libraries. Downloaded on March 15,2026 at 04:12:55 UTC from IEEE Xplore.  Restrictions apply. 



12 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

conversations across interdisciplinary researchers; and a road
map to exploiting potentials of DTs for urban transportation
applications.
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