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Abstract—The COSMOS Zone Management System (ZMS) is
a spectrum coordination platform developed to enable dynamic
spectrum access and sharing in dense urban environments.
Deployed in the COSMOS testbed covering West Harlem, NYC,
the system leverages the IEEE 1900.5.2 Spectrum Consumption
Model (SCM) framework to provide a formal characterization
of how RF systems utilize spectrum resources. This paper
describes the COSMOS ZMS structure and its main capabilities
to manage spectrum use and interference between systems
operating under its Radio Dynamic Zone. The system addresses
critical coexistence challenges including protection of passive
devices such as microwave radiometers, and management of
multiple wireless experimental systems within the testbed. Key
functionalities of the ZMS include web-based SCM creation and
registration, automated daily spectrum use compatibility testing
across all registered devices, interactive map-based visualization
of RF device locations and interference events, and API-driven
integration with external tools. The paper presents an illustrative
use case for how the ZMS could be used to protect a passive RF
device (microwave radiometer) leveraging the system’s capability
to perform detailed spectrum use compatibility analyses using
standardized SCM-based computations.

Index Terms—Spectrum sharing, Spectrum Management,
Wireless communications, Interference management

I. INTRODUCTION

Spectrum sharing and Dynamic Spectrum Access (DSA) are
key technologies for supporting many of the capabilities of 5G
and future networks in particular to achieve high spectrum
efficiency gains [1]. Around the year 2022, the National
Science Foundation started the National Radio Dynamic Zones
Program (NRDZ) in order to further support research in
dynamic spectrum sharing techniques. As part of the goals
of the program, newly developed spectrum sharing and DSA
techniques would be tested in Radio Dynamic Zones (RDZ)
which are geographical locations where safe experimentation
with these techniques could take place under controlled and
monitored wireless communications scenarios.

The COSMOS Zone Management System (ZMS) is a
spectrum coordination platform developed as part of an NSF
NRDZ project to enable dynamic electromagnetic spectrum
sharing in dense urban environments. The system operates
within COSMOS which is an open-access city-scale testbed
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for advanced wireless research deployed in West Harlem,
NYC, as part of the NSF PAWR (Platforms for Advanced
Wireless Research) program [2], [3]. The Radio Dynamic
Zone that COSMOS ZMS manages covers most of the FCC
Innovation Zone associated to the COSMOS testbed which
facilitates coexistence between multiple wireless services, in-
cluding communications systems and scientific instruments
like microwave radiometers and satellite receivers.

The COSMOS ZMS is built around the Spectrum Con-
sumption Model (SCM) framework standardized as IEEE
1900.5.2, which provides a formal way to describe how RF
systems use spectrum resources. The system enables proac-
tive spectrum coordination by: (i) Maintaining a database
with the information for the SCMs of RF devices operating
within the COSMOS RDZ area. This information provides
a detailed description of their operational parameters; (ii)
Continuously evaluating spectrum use compatibility between
systems in the RDZ; (iii) Generating alerts when potential
interference scenarios are detected; (iv) Providing decision
support for spectrum use authorizations and/or experiment
execution within our RDZ.

The system is being tested and validated with the aim of
addressing challenging spectrum sharing scenarios including:

• Protection of passive NOAA weather radiometers operat-
ing at 22-30 GHz from mmWave 5G transmitters

• Spectrum use Coordination for satellite receiver protec-
tion at 1.7 GHz and 7.7-8.2 GHz

• Management of multiple wireless experimental systems
in the COSMOS testbed

This paper provides a description of the structure and ca-
pabilities of the COSMOS ZMS system along with its current
and future uses. The remainder of this paper is organized as
follows: Section II introduces SCMs and discusses related
work on DSA. Section III describes the components and
architecture of the COSMOS ZMS. Section IV presents an
illustrative example for the use of the COSMOS ZMS and
its capabilities. Section V concludes the paper and discusses
future work.

II. BACKGROUND

A. SCMs: A Brief Introduction
Spectrum Consumption Models (SCMs) are information

models that enable RF equipment to communicate their spec-



trum utilization characteristics and/or their requirements for
protection from interference. These models encompass all
direction-specific data necessary for effective spectrum man-
agement, such as antenna emission characteristics, positioning,
signal attenuation, and movement patterns. The IEEE 1900.5.2
standard defines the structure of SCMs and the associated
computations that can be carried out with the information
they contain to assess if RF devices will interfere or not. The
information constructs defined in the standard can be used
to structure different kinds of SCMs out of which the most
relevant are: (i) Transmitter models: SCMs that convey the ex-
tent, orientation, and intensity of radio frequency signals from
transmitting equipment; (ii) Receiver models: SCMs that can
be used to determine when a receiver is encountering excessive
aggregate interference; and (iii) System and Set models: SCMs
that consolidate multiple transmitter and receiver models into
unified groups for easier processing.

SCMs employ a collection of up to 11 data components
(constructs) to characterize the frequency, spatial, and time-
based attributes of spectrum usage of any RF equipment and/or
system. The required constructs for building transmitter and
receiver models are:

• Reference Power: A baseline value establishing the power
level for transmitter emissions or acceptable receiver in-
terference. This value forms the foundation for spectrum
mask, underlay mask, and power map constructs.

• Spectrum mask (only for Transmitters): A data structure
that conveys the frequency-dependent relative spectral
power density of transmitted signals.

• Underlay mask (only for Receivers): A data structure
for expressing the frequency-dependent relative spectral
power density of tolerable interference.

• Power map: A data structure that describes how electro-
magnetic energy disperses from transmitting antennas or
concentrates at receiving antennas.

• Propagation map: A data structure that describes signal
attenuation (path loss) across solid angles in 3D space.

• Schedule: Identifies the temporal window during which
the model is applicable (beginning and ending times).
It can also represent repetitive or cyclical RF device
operation.

• Location: Determines the spatial positioning of RF equip-
ment. Various location formats are accommodated: single
points, three-dimensional spaces, path and orbital trajec-
tories.

Beyond the essential required components, supplementary
SCM constructs can be used to address intermodulation phe-
nomena, regulatory or protocol-driven spectrum sharing, and
broadcast operations. Most of the SCM constructs can have
probability values associated to them to declare confidence
and/or variability for the values/phenomena represented by the
data in the construct.

Leveraging the data contained within SCMs, organizations
or RF management platforms can employ the standardized
techniques from IEEE 1900.5.2 to perform computations to

assess whether multiple systems can share spectrum harmo-
niously. This process is called the compatibility test (CT)
computation. The compatibility analysis determines if systems
can operate simultaneously without creating harmful inter-
ference, or if spectrum use conflicts will arise (indicating
incompatibility). During a CT computation, the effects and
impact of transmitter power, receiver sensitivity, antenna pat-
terns, propagation conditions, location, etc. captured in SCMs,
are taken into account and a power margin value is obtained.
A negative power margin value, indicates how far below the
threshold for interference of a receiver device is a particular
interfering transmitter operating. When the power margin
value is positive, it indicates by how much the interfering
transmitter has exceeded the receiver’s allowed interference
threshold. These assessments scale to complex environments
involving numerous RF devices, where aggregate interference
impacts need to be evaluated when making compatibility
determinations for adaptive spectrum allocation strategies.

B. Related Work

Several methods for spectrum resource allocation in radio
networks have been discussed in the literature [4]. As exam-
ples, the work in [5] discusses DSA techniques in Cognitive
Radio Networks (CRNs) that assign priority access to primary
users of spectrum while secondary users use access spectrum
opportunistically following an optimized strategy. The work
in [6] discusses how DSA techniques combined with direc-
tional and smart antennas in 5G networks will be part of inter-
ference management techniques necessary to achieve network
performance goals. Our work builds on DSA techniques based
on a declaration of how a device intends to use spectrum
and/or what its interference limits are. This information is
captured in IEEE 1900.5.2 standardized SCMs [7].

The concept of Radio Dynamic Zones (RDZs), their chal-
lenges, and applications are discussed in [8]. The role of a zone
management system (ZMS) as the control plane for an RDZ
is also explained, along with the roles of the main actors in an
RDZ, such as spectrum providers, consumers, and monitors.

The work in [9] provides a detailed architectural overview
of OPENZMS–a prototype ZMS for dynamically managing
radio spectrum on the POWDER wireless testbed platform.
The OPENZMS architecture is based on containerized mi-
croservices and several APIs, along with integrations to several
spectrum sensor systems, to effectively coordinate spectrum
use and manage interference.

The COSMOS ZMS system, described in this paper, has
been developed and tested in a dense urban RDZ that covers
the area of operations of the PAWR COSMOS testbed [2].
The system uses SCMs as standardized by IEEE as infor-
mation models to represent the characteristics of the use of
spectrum for the RF devices in the COSMOS RDZ, and to
manage interference between them [7], [10], [11]. Our work
on the COSMOS ZMS builds on previous work we have
conducted, leveraging SCMs to design dynamic spectrum use
deconfliction algorithms and tools. In particular, in [12], [13],
we presented an initial set of centralized spectrum use decon-



fliction approaches using SCMs that were tested/verified on
SDR systems in COSMOS and which are now part of the logic
of our ZMS. We have also investigated distributed spectrum
deconfliction approaches in [14]. Overall, the use of standards-
based SCMs within our ZMS makes the representations of
spectrum use and/or interference protection requirements by
systems that are registered and/or detected in our RDZ, usable
to other ZMS that can operate with SCMs, but that may
employ different logic to manage and monitor spectrum use
within an RDZ.

III. COSMOS ZMS ARCHITECTURE

The main components of the COSMOS ZMS architecture
are shown in Figure ??, including: (i) Kubernetes cluster with
one master node and two worker nodes, including load bal-
ancing and ingress control; (ii) Database server (PostgreSQL)
for storing SCMs; (iii) NFS storage server for shared file
management; (iv) React-based frontend with dashboard com-
ponents [15]; and (v) Multiple API endpoints for key reusable
functionalities and for external tool integration. The system
provides comprehensive spectrum management capabilities
organized into several functional areas, detailed next.

Fig. 1. COSMOS ZMS Architecture

A. Device Management

The device management functionality provides comprehen-
sive capabilities for registering, configuring, and maintaining
RF device information throughout their life-cycle in the ZMS.
The system supports web-based SCM creation for the registra-
tion of new devices, allowing users to generate formal SCMs
from user-provided files and technical parameters via a process
that guides them through providing essential technical specifi-
cations, including operating frequencies (spectrum masks for

transmitters, underlay masks for receivers), transmission power
or receiver sensitivity details, antenna characteristics, prop-
agation conditions, and geographic location. Users can also
register devices by directly uploading an externally generated
SCM for the device.

Beyond initial device registration, the ZMS provides query,
search, and editing capabilities for managing device charac-
teristics over time as operational parameters change. Users
can view and modify device configuration information, adjust
schedules, and modify technical specifications. Examples of
these capabilities are shown in Figure 2.

We are also designing a batch device registration capability
that is currently focusing on incorporating into our ZMS
the details of current microwave systems operating in the
COSMOS Radio Dynamic Zone via scripts that generate
SCMs for RF devices listed in the FCC’s Universal Licensing
System (ULS) database. This capability will ensure that new
experimental systems deployed in our RDZ can coordinate
effectively with existing licensed operations.

B. Spectrum Coordination

The spectrum coordination functionality represents the heart
of the ZMS, providing SCM-based interference analysis and
compatibility testing capabilities. The system performs CT
computations between any two RF systems registered in the
ZMS’ database, enabling both manual selection of system pairs
for analysis and automated daily testing across all registered
devices. When a new system is registered into the ZMS either
manually or via any of our sensor/tool integrations (described
later), a compatibility test for that new system against other
relevant systems (e.g. nearby systems operating around the
same frequency band) can be executed almost instantaneously.
Currently in our one-to-one compatibility analysis, the com-
patibility testing engine evaluates whether RF systems can
coexist without harmful interference by comparing their oper-
ational parameters including frequency ranges, power levels,
locations, and antenna orientation and radiation patterns. An
example of a CT computation is shown in Figure 3a.

An additional key feature for spectrum coordination tasks
is the automated compatibility test process that runs daily
to continuously assess spectrum use compatibility between
all systems in the ZMS. This automated process intelligently
skips CT tests for system pairs that haven’t been updated in
the last 30 days to optimize computational resources. When
compatibility tests identify non-compatible results, the system
automatically updates the interference alarm database and
reflects these events on the monitoring dashboard. The power
margin calculations generated by this automated process are
stored for future use in aggregate interference analysis, a
planned capability that will enable more sophisticated multi-
source interference modeling.

C. Monitoring and Reporting

The monitoring and reporting capabilities of the COS-
MOS ZMS provide comprehensive visibility into spectrum
use, interference events, and system status through multiple



Fig. 2. RF Device Management/Registration process in the ZMS.

dashboard interfaces and query tools. The system features a
dashboard for searching and querying RF devices registered
in the ZMS, with support for map-based visualizations that
display device locations, coverage areas, and spatial relation-
ships. Users can list and filter systems by multiple criteria
including frequency range of operation, geographic location
with configurable search radius and device type. The map
displays provide intuitive geographic visualization of the RF
environment, making it easy to understand spatial relationships
between potentially interfering systems.

The interference alarm dashboard shows interference alarms
and events on interactive maps. The dashboard provides de-
tailed information about devices involved in an interference
event, including the specific systems experiencing or caus-
ing interference, the nature of the compatibility issue, the
affected frequency ranges, and power margin calculations that
quantify the severity of the interference. Users can access
interference alarm logs and track the resolution of compati-
bility/interference issues over time (see Figures 3b and 3c).
Overall, the logs produced by the ZMS support operational
decision-making and documentation requirements for research
experiments and regulatory compliance in our RDZ.

D. Integration Capabilities

The ZMS provides integration capabilities through API-
based interfaces that enable data exchange with external
spectrum sensing, monitoring, and modeling tools. The Tool
Integration API facilitates automated SCM generation from ex-
ternal measurement systems. We have built an integration with
NG-Scope, a cellular network monitoring tool [16]. NG-Scope
is used to scan for reference signals and broadcast signals to
extract key parameters corresponding to LTE cells (e.g., cell
identifiers). For each LTE cell, the collected/estimated data
provides information on the location of the cell tower, the
operator/carrier of the cell, the transmission power of the base
station and how much of it is received at the measurement

location along with other spectrum use parameters. The tool
starts by scanning the frequency bands active in the US for
the Primary Synchronization Sequence (PSS) with a step size
of 0.1 MHz. When a PSS is found, the tool proceeds to
decode the Master Information Block (MIB), followed by the
System Information Block (SIB)-1 and 2. The tool allows
for a total of a maximum of 15 seconds (a configurable
parameter) to decode the MIB and SIBs, after which it will
move back to scanning mode. Once all the information is
collected/processed, it is packaged as a JSON structure, which
is then passed to the ZMS. The COSMOS ZMS takes the
JSON information provided by NG-Scope and builds an SCM
for each base station detected and characterized by the tool.
These SCMs are then used in the RF management processes
for the RDZ that the COSMOS ZMS manages providing
continuous awareness of the cellular network spectrum usage
in our RDZ. In future work we plan to extend our ZMS
cellular telemetry efforts to 5G New Radio with the use of
NR-Scope [17].

A second tool integration, currently under development,
focuses on integrating the ZMS with Geo2SigMap, a scalable
3D scene generation and radio propagation modeling tool [18].
This will enable the production of detailed propagation data
that can be incorporated into SCM propagation map constructs
for all systems in our RDZ. This capability will allow the
system to model signal coverage and path loss more accurately
using realistic world models–including building information
and terrain data–and site-specific ray tracing, rather than
relying solely on simplified path loss calculations. Future
planned integrations include direct connections to COSMOS’s
software-defined radio (SDR) nodes deployed throughout the
testbed, which will function as distributed spectrum sensors
providing real-time measurements of actual spectrum occu-
pancy. These APIs are designed with scheduling and coordi-
nation capabilities, allowing external tools to push data into the
ZMS on defined schedules while the system orchestrates how



Fig. 3. Compatibility test (CT) example and Interference/Alarm reporting example.

and when that data is processed, validated, and integrated into
the operational database to maintain data quality and system
performance.

IV. AN ILLUSTRATIVE EXAMPLE

As we continue to build more integrations into COSMOS
ZMS, we have also been collecting measurements to charac-
terize propagation conditions in our RDZ, model the spectrum
requirements of passive devices, and refine the generation of
SCMs for different kinds of wireless systems [19], [20]. In
this section, we will describe an illustrative example of the
use of the ZMS as part of our initial planning to conduct
detailed experiments related to the protection from interference
to a passive microwave radiometer from cellular base stations
operating in the FR2 band at 28 GHz inside our RDZ.

Within our RDZ operates the NOAA Cooperative Science
Center for Earth System Sciences and Remote Sensing Tech-
nologies (CESSRST), which specializes in terrestrial field
observations, information processing, and predictive modeling
of weather patterns. Central to their observation efforts is a
microwave radiometer (MWR) that functions within the 22-30
GHz and 51-59 GHz frequency ranges. This MWR is a passive
radio frequency instrument that exploits frequency-dependent
atmospheric absorption characteristics to derive atmospheric
moisture and thermal profiles. However, there are concerns that
densely deployed millimeter-wave communication systems
in metropolitan areas could adversely affect meteorological
predictions derived from MWR measurements.

We will use the ZMS to determine scenarios where an
FR2 cellular base station with a central frequency of 28 GHz
can achieve non-interfering (compatible) and interfering (non-
compatible) operations. In future work, we will use a mobile
Phased Antenna Array Module (PAAM) device to replicate
FR2 transmissions to validate and refine the ZMS compu-
tations. We will consider a 5G FR2 base station transmitter
with the operational characteristics mentioned in Table I and
generate an SCM for it that will be used in the ZMS to
represent the spectrum use of the transmitter. The transmitter’s
spectrum emission mask is shown in Figure 4. It follows the
emission limits specified for 5G FR2 operations in the 3GPP
TS 38.104 technical specification.

We will assume that the FR2 base station uses a Horn
antenna with 24 dBi gain similar to an antenna that has
been used in measurement campaigns in COSMOS and which
has been characterized in detail. The Azimuth and Elevation
antenna patterns for the antenna are shown in Figure 5. These
patterns were used to generate a three-dimensional description
of the gain pattern of the antenna which was incorporated into

TABLE I
FR2 BASE STATION CHARACTERISTICS

Antenna type Horn antenna
Antenna gain 24 dBi

Antenna pattern Directional with 10◦ HPBW. See figure 5
Base station type Local area base station
Transmit power 47 dBm

Channel bandwidth 50 MHz



Fig. 4. FR2 transmitter spectrum mask

Fig. 5. Horn antenna radiation patterns (normalized)

the Power Map construct of the base station transmitter’s SCM.
A different antenna pattern can be easily incorporated into the
base station’s SCM but all relevant compatibility computations
would have to be re-calculated.

The SCM of the MWR is based on technical details obtained
from the device manufacturer’s manual and from measure-
ments we conducted mainly to characterize its sidelobes
(see [19]) since during normal operation it points upwards
to the sky but interfering sources can impact its operations
through its sidelobes as it is a very sensitive device. Key
parameters that are incorporated in the SCM of the MWR
are: Half-power beamwidth of 5◦, main lobe gain of 32 dBi.
First side lobe attenuation of −24 dB. We will only consider
interference to the MWR channel centered at 28 GHz with a
bandwidth of 300 MHz and an interference sensitivity value
of −114 dBW/MHz.

For this illustrative example, we will consider three site
locations for the base station (transmitter) at 500m (site 1),
1000m (site 2), and 1500m (site 3) of distance from the MWR
location as shown in Figure 6. At each location, we will evalu-
ate how the orientation of the antenna impacts the interference
seen at the MWR site. We will orient the main lobe of the
transmitter antenna at -30, -15, 0, 15 and 30 degrees (bearing)
towards the MWR. Since we have not yet integrated a detailed
propagation modeling tool like Geo2SigMap into our ZMS, we
are assuming a propagation attenuation coefficient value of 3.5

Fig. 6. FR2 Base Station to MWR interference analysis. Test sites (black)
and MWR (blue) locations

in all directions for our scenarios based on past measurements
in a similar urban area [21]. This value has been incorporated
into the propagation map construct data for the SCMs being
considered in this analysis.

After incorporating the SCMs for each scenario into our
ZMS and performing all of the compatibility computations,
the results for all scenarios are shown in the table of Figure 7.
The C/NC column indicates if the scenario’s setup achieved a
result in which the operations of the Base Station and of the
Microwave Radiometer are non-interfering (i.e. Compatible -
C ) or if in the setup, the Base Station will cause interference
to the Radiometer, in which case their operations are not-
compatible (NC). The power margin value when negative,
indicates how far below the threshold for interference of the
MWR is the Base Station operating. When the power margin
value is positive, it indicates by how much the Base Station
has exceeded the MWR’s allowed interference threshold.

From the results, we can see that, distance and antenna
orientation have an impact on the amount of interference from
the Base Station that arrives to the MWR site. The power
margin values obtained can help us plan for experimental
setups to verify the results and plan/test interference mitigation
techniques. It should be noted that the ZMS’ analysis captured
the directionality and non-symmetry details of the antenna’s
radiation pattern along with other parameters. Also, when
pointing the Base Station’s antenna directly to the MWR, a 0◦

bearing angle, compatibility was not achieved even at 1500m.
Overall, we can use the results to plan the location distance,
antenna orientation and antenna gain details to achieve non-
interfering operations between an FR2 base station and the
MWR.

In summary, the scenarios and results presented provide an
example of the current capabilities of the COSMOS ZMS
to assist in the planning and management of the use of RF



Fig. 7. Results of FR2 Base Station to MWR interference analysis.

spectrum resources in an RDZ for experimentation and/or
operational cases. With its capabilities we can use COSMOS
ZMS to plan scenarios that achieve compatible spectrum
sharing by deconflicting spectrum use based on time, fre-
quency, location, power and antenna orientation. As we refine
the COSMOS ZMS propagation modeling capabilities (which
will include awareness of irregular terrain and buildings) and
elaborate more detailed SCMs for the RF devices involved
in our analysis, we will obtain more precise results that will
enhance the interference management capabilities of the ZMS.

V. CONCLUSION AND FUTURE WORK

Effective spectrum management operations that enable dy-
namic spectrum access and spectrum sharing require tools and
platforms to adequately capture the details of spectrum use
and interference protection requirements of RF systems. In
this paper, we describe the architecture and operation of the
COSMOS ZMS as a potential platform for the management of
dynamic spectrum use operations in an urban Radio Dynamic
Zone. In future work we will enhance the capabilities of the
COSMOS ZMS to: a) incorporate detailed radio propagation
effects, b) generate periodic spectrum use and monitoring
reports via integrations with spectrum sensors, c) expand
current capabilities to facilitate management and tracking of
experiments being conducted in the RDZ and d) use a mobile
PAAM device to replicate FR2 transmissions to validate and
refine the ZMS computations based on SCMs.
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