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Abstract

Crowdsourced navigation platforms infer congestion from
GPS-derived telemetry, enabling real-time traffic estimation
and control at city scale. However, because these systems
rely on device-reported location traces, they are vulnerable to
Sybil attacks, where an adversary injects fabricated “vehicles’
and synthetic slowdowns using emulators, scripted clients, or
device farms. Such attacks have been publicly demonstrated
to create “ghost” cars and phantom congestion that distort the
displayed traffic layer and influence routing decisions.

We propose using street cameras as a real-time validation
layer for GPS-based traffic inference. Street cameras add an
independent signal grounded in physical observation (“eyes
on the road”), rather than device-reported telemetry alone.
They also sit on a different attack surface than mobile devices:
manipulating camera evidence targets physical infrastructure
rather than the mobile client, and is often more expensive
to scale than client-side Sybil injection. By cross-checking
camera-observed vehicle activity against GPS-based mobile
traces, camera feeds provide a conservative verification layer,
and can be used to raise integrity alerts.

In this paper, we implement an end-to-end GPS-camera
pipeline that (i) matches cameras to nearby road links, (ii)
aligns and stabilizes the streams, (iii) scores mismatch using
a residual-based detector to produce alerts, and (iv) extends
coverage to blind spots using nearby intersections.

We evaluate the system using New York City DOT street
cameras (200+ active in Manhattan) together with GPS-based
traffic levels collected via the TomTom API. The pipeline
achieves 91.5% detection under a moderate injected attack
(6 = +0.05) and reaches ~99% detection for stronger attacks.
We further address blind spots: using only neighbors, we
retain a high-load consensus signal in 96.68% of Manhattan
tested locations.
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1 Introduction

Mobile navigation services estimate traffic from real-time
telemetry reported by end-user devices (e.g., mobile phones)
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(a) Actual state of the road. (b) Reflected state (jammed) due

to the attack.

Figure 1: Illustration of a Sybil-driven congestion attack. By
injecting manipulated probe reports, the adversary forces the
platform to account for congestion that is decoupled from the
physical traffic conditions on the roadway.

[15,23]. Platforms aggregate location and speed samples,
map-match them to road segments, and combine historical
baselines to produce congestion overlays, ETAs, and rout-
ing recommendations. As these outputs shape navigation
decisions for large numbers of users, and underpin driver-
assistance systems and autonomous vehicles, the integrity
of their inferred traffic state is a critical security and safety
concern [4,12].

Navigation services infer traffic from location and speed
reports submitted by user devices, which creates an Sybil at-
tack surface: an adversary can manipulate the traffic layer by
controlling what devices report. The attacker can either (i)
compromise devices (e.g., via malware or instrumentation)
or (ii) avoid compromising anyone by generating many re-
porting identities using emulators, scripted clients, or device
farms that replay or synthesize GPS traces. Prior work has
demonstrated both stealthy GPS manipulation of a victim’s
reports [39], as well as Sybil attacks that inject coordinated
"ghost’ vehicles to bias aggregate congestion inference on
platforms such as Waze and Google Maps [3,29,33].

Figure 1 illustrates this threat: an attacker can inject ’ghost
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cars’: reported vehicles that do not exist physically. The



"ghost cars’ will make the platform infer congestion that is
not present on the road. If the service believes a segment is
jammed, it may reroute drivers away from it, shifting demand
and reshaping traffic patterns beyond the targeted street. At
city scale, this manipulation can impose large cumulative
costs in wasted travel time, fuel, and operational disruption,
and can undermine trust in routing infrastructure. These con-
cerns become sharper as smart cities and autonomous vehicles
increasingly rely on data-driven traffic layers for control, rout-
ing,and safety-critical planning.

Existing defenses largely focus on identifying or preventing
fake traffic reports. In the Sybil setting, this typically means
(1) hardening the reporting endpoint so an attacker cannot
easily control what a device submits (e.g., platform/app attes-
tation and anti-tampering), (ii) strengthening user or device
authentication to raise the cost of creating many identities
using emulators or device farms, and (iii) detecting Sybil
behavior from structure in the reported telemetry, such as co-
location graphs, trajectory consistency, or behavioral anomaly
detection [12]. These mechanisms can raise attacker cost, but
they still lack an external notion of truth: attestation does not
prove physical location; authentication can still be bypassed
at scale; and behavior-based filters can be evaded or confused
by legitimate disruptions.

As report-based defenses can be bypassed, integrity checks
should rely on evidence grounded in the physical world, not
only on the same stream of device reports the attacker can
shape. This motivates adding an independent sensing channel
to corroborate the inferred traffic state.

In this paper, we demonstrate how to fuse street-camera
sensing with GPS-derived traffic flow to improve the
integrity of traffic state estimation. Figure 2 summarizes the
end-to-end workflow: camera and GPS inputs are associated,
aggregated and smoothed to reduce measurement noise, and
then compared via residual-based scoring to produce an
integrity signal (i.e., attack alerts).

We implement an end-to-end GPS-camera verification
pipeline. The inputs are different modalities: camera-based
vehicle counts and GPS-based traffic flow. We spatially
match cameras to nearby road links and temporally align
the asynchronous streams, which allows us to learn typical co-
variation patterns. When the GPS-based congestion signal is
artificially increased by an injected attack, the resulting cross-
source mismatch grows and is detected by our residual-based
monitor.

A key challenge is that the two sources measure different
things: cameras yield vehicle-count time series, while the
GPS feed reports a congestion-intensity value (analogous to
the green/yellow/red traffic layer in navigation apps). Despite
this mismatch, we associate each camera with nearby road
links and align the asynchronous streams in time, allowing us
to learn what “normal” agreement looks like at each location
(using a residual-based monitor). When an injected attack
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Figure 2: GPS and camera fusion workflow. We match each
camera to nearby road links, align timestamps and signals if
needed, and score mismatches to raise alerts.

inflates the GPS-reported congestion without a corresponding
change in observed vehicle activity, the disagreement grows
and is surfaced by our residual-based monitor.

To demonstrate feasibility at city scale, we use measure-
ments from New York City and focus on the Manhattan bor-
ough, where dense camera coverage and complex road topol-
ogy create a challenging urban setting. We use NYC Depart-
ment of Transportation (DOT) traffic cameras [25], with over
200 active cameras in Manhattan providing vehicle-count
time series at 15 s granularity. We pair these counts with GPS-
derived traffic measurements from TomTom via the TomTom
Traffic Flow API [31], which reports timestamped, link-level
traffic indicators (traffic_level) over road geometries.

In the Manhattan setting, our pipeline achieves 91.5% de-
tection under a moderate injected manipulation (8 = +0.05)
and reaches ~99% detection for stronger injections. We also
evaluate robustness to camera blind spots: in Manhattan ’leave
one camera out’ tests, neighboring intersections preserve a
high-load consensus signal in 96.68% of time bins, providing
a conservative integrity mechanism when a center camera is
unavailable.

Paper structure. Section 2 summarizes how navigation
platforms infer traffic and reviews Sybil and spoofing attacks,
including public demonstrations. It further surveys prior de-
fenses for location integrity, contributor authentication, and
multi-source verification. Section 3 formalizes the threat
model, mitigation goals, research questions, and practical
challenges for camera-based integrity verification. Section 4
presents our cross-modal verification approach: data sources,
camera processing, spatial association of cameras and road
links, gap-aware temporal alignment, and the alerting logic
used to surface sustained disagreement. Section 5 describes
our implementation and experimental analysis. In particu-
lar, Section 5.1 details the GPS-camera verification pipeline
(spatial matching, temporal alignment, and mismatch scoring)
and demonstrates injected-manipulation detection, and Sec-



tion 5.2 evaluates robustness under partial camera coverage
via a neighbor-consensus analysis, including case studies at
two Manhattan intersections. Section 6 then evaluates both
GPS-camera mismatch detection and blind-spot consensus
at Manhattan scale, across over 250 cameras. Section 7 dis-
cusses limitations, deployment considerations, and privacy
implications. Section 8 concludes with closing remarks and
directions for future work.

2 Background and Related Work

In this section, we provide background on navigation plat-
forms’ reliance on GPS-based telemetry, Sybil attacks on traf-
fic inference, and real-world demonstrations of these attacks.
We then discuss related work on detecting and preventing
Sybil manipulation in crowdsourced navigation systems.

2.1 Background: Navigation Platforms and
Sybil Attacks

GPS telemetry in navigation platforms. GPS-derived
telemetry is central to many smart-city applications and to
emerging autonomous and connected-vehicle systems. Nav-
igation platforms such as Google Maps and Waze estimate
congestion by aggregating location and speed samples from
large sets of devices [19]. They also combine recent ob-
servations with historical baselines and incidents. The re-
sult is a per-segment traffic state (often colored on map as
green/yellow/red congestion) that impacts the estimation of
ETAs and routing recommendations. Because this is driven
by device-reported telemetry, an adversary who can inject,
replay, or distort reports can bias the inferred traffic state and
influence routing decisions.

Sybil injection and GPS manipulation. Navigation plat-
forms can be manipulated either by injecting fabricated de-
vice data at the application layer or by distorting the location
layer that produces those reports. In an application-layer Sybil
attack, an adversary creates many identities (e.g., emulated
devices, scripted clients, or coordinated “ghost” vehicles) that
submit consistent location and speed traces so the service
infers congestion on targeted segments [9]. Prior work has
shown that such virtual attempts can cause ’phantom’ conges-
tion and trigger rerouting in systems such as Waze [36,37],
and similar manipulation opportunities have been analyzed for
Google Maps’ speed-based congestion inference [10]. GPS
manipulation (including GNSS spoofing) targets the location
layer directly by causing devices to report false positions and
speeds. This then propagate through map-matching and can
aggregate into the traffic layer [17,30]. An attacker can pair
Sybil-generated traces with GPS spoofing to make fabricated
trajectories more realistic and harder to filter [39].

Real-world demonstrations of sybil attacks. These threats
have been demonstrated outside controlled simulations. In
March 2014, a student demonstration induced Waze to display
a nonexistent traffic jam and to suggest alternate routes by
creating many fake Android devices via emulation, generating
coordinated slow trajectories, and submitting reports consis-
tent with being stuck in traffic [29, 33]. The demonstration
was conducted on campus roads to limit external impact, but
it showed that large-scale aggregation of device reports can
be influenced by an adversary who can scale credible identi-
ties. A subsequent academic study (MobiSys 2016) provided
explicit before/after evidence: Waze initially recommended
the target segment as the fastest route, then rerouted users
once the injected congestion increased the segment’s inferred
travel time [36]. This linkage, from manipulated reports to
routing decisions, is the central risk: false congestion can
divert traffic, waste capacity, and create secondary congestion
elsewhere.

In February 2020, the “99 phones” experiment demon-
strated a different but operationally similar mechanism.
Rather than emulation, an artist moved dozens of physical
smartphones at walking speed, producing telemetry consistent
with heavy slow traffic. After roughly an hour, Google Maps
rendered an extended red congestion segment on an other-
wise lightly trafficked road [3, 14]. Google publicly noted that
traffic visualization is refreshed from aggregated anonymous
data and did not (at that time) explicitly filter out that config-
uration [3]. Together, these demonstrations show that both
virtual Sybil fleets and physical device multiplicity can bias
GPS-based traffic inference, motivating defenses that corrob-
orate inferred traffic state using independent, infrastructure-
grounded sensing.

2.2 Related Work: Sybil Detection

Prior work has explored a range of defenses for improving the
integrity of GPS-based and crowd-sourced traffic inference.
These include mechanisms that make it harder to generate
or sustain fake traffic reports (e.g., endpoint hardening and
authentication), methods that detect Sybil behavior from re-
ported patterns, and techniques that identify manipulation
at the GPS/GNSS layer for such spoofing attacks. A recent
survey of vehicular traffic security similarly organizes de-
fenses into trust schemes, learning-based misbehavior detec-
tion, and authentication mechanisms, highlighting that most
protection efforts focus on identifying or excluding malicious
senders within the reporting channel [12]. These approaches
make different assumptions and target different parts of the
pipeline. We summarize the most relevant directions and use
them to motivate our focus on street cameras as an additional,
infrastructure-grounded source for validation.

A common direction is to filter fake traffic reports by raising
the cost of producing many credible identities. Thus, server-
side account controls, or platform operator, can reduce low-



effort attacks by requiring attackers to use real devices or more
sophisticated bypasses [36,37]. However, without trusted cer-
tification, an adversary can still present many identities and
confuse the system [9], as attestation alone does not prove
where a device actually is.

A complementary class of defenses tries to identify ’ghost’
users by investigating the reported data. SybilRank [6]) ap-
ply graph-based techniques to separate Sybil clusters when
they have limited connections to honest users. Waze-focused
work proposed constructing such graphs from short-range
encounters and using them for detection [36, 37]; [1] note
these assumptions can break under real-device usage of the
attacker and thus are not sufficient.

Other work detects manipulation from reported movement
patterns. Trajectory- and behavior-based models look for what
appears as implausible motion, coordination signatures, or
inconsistent contribution patterns, including learning-based
approaches applied to crowdsourced navigation [38]. These
methods can catch naive attacks, but may be evaded by adap-
tive attackers. Further, legitimate disruptions (e.g., parades,
storms, or closures) that naturally deviate from historical base-
lines, may also raise false alarms.

Regarding GNSS spoofing, which were mentioned as one
of the attacking schemes, the literature mostly focuses on
receiver- and signal-layer detection and cross-checking (e.g.,
anomaly detection at the GNSS signal level or redundancy
across receivers) [18]. These techniques target location-layer
manipulation, but they do not address application-layer Sybil
fleets that fabricate traffic reports without relying on GNSS
reception.

Limits of report-based defenses. Real-device farms can
scale despite attestation, and rate limits can be averaged across
many accounts and over time. Behavior-based detectors can
be evaded by tuning traces to match expected distributions
(e.g., plausible speeds, dispersion, and timing). A particularly
challenging case is gradual manipulation that stays within the
range of normal variability caused by rush hour dynamics,
weather, or events, making it difficult to separate attacks from
legitimate disruptions [1,27].

Thus, in practice, a determined adversary can often bypass
defenses that operate only on device-reported traffic data (per-
haps at higher cost), since the attacker can shape the very
signals those defenses rely on for detection.

These limitations motivate a complementary requirement:
attacks alarms should be triggered by evidence that is indepen-
dent of mobile device reports. When report-based controls are
bypassed, the system needs a mechanism that is grounded in
the physical world and harder to manipulate remotely at scale.
Traffic-poisoning studies emphasize that effective counter-
measures depend on an explicit attacker model and thresholds
calibrated to realistic capabilities [27].

Multi-source verification and our contribution. To over-
come the limitations of defenses that rely only on device-
reported traffic data, we suggest cross-checking traffic esti-
mates using independent sources so that manipulating one
stream does not determine the inferred traffic state. In prac-
tice, this can mean suggest several implementations, including
comparing GPS-based congestion with infrastructure teleme-
try or incident feeds. The value of such fusion depends on
true independence: if multiple inputs ultimately derive from
the same end-devices or report ecosystem, the manipulation
can still propagate and bypass the comparison [18,27].

In this work, we use street cameras as an infrastructure-
grounded verification channel and compare camera-observed
vehicle activity against GPS-derived traffic flow to flag sus-
tained mismatches consistent with manipulation. In the fol-
lowing section, we describe the camera-based verification
layer and the city-scale GPS-camera verification pipeline in
detail.

Prior work on fusing GPS-derived probe signals with phys-
ical sensors has primarily focused on improving traffic esti-
mation and operations [20]. In contrast, we use camera—GPS
comparison in real time as an integrity mechanism: we ex-
plicitly monitor for disagreement to detect manipulation. We
further demonstrate and evaluate this use at city scale across
Manbhattan.

3 Threat Model and System Goals

In this section, we describe the threat model considered by
our pipeline, and state the operational goals of the proposed
integrity-verification architecture. We then describe the main
research questions that guide our design and evaluation.

Threat model. We consider an adversary whose objective
is to artificially inflate reported congestion on targeted road
segments. The attacker injects fake GPS telemetry at scale, for
example, via emulator fleets, device farms, or scripted clients.
By doing so, it poisons the platform’s traffic inference and
creates phantom congestion that is not present on the road.

The systemic risk extends beyond individual misroutes.
Because algorithmic navigation influences large populations
of drivers, and is increasingly incorporated into emerging
autonomous-driving systems, poisoning the inferred traffic
state can create cascading effects. Manipulation may cause
visible disruption (e.g., widespread rerouting and localized
jams), but it can also induce subtle, hard-to-detect inefficien-
cies; at city scale and over time, even small biases can accu-
mulate into substantial societal costs in time and fuel.

This Sybil threat can be executed remotely and at relatively
low cost, without physically affecting the roadway. Conse-
quently, we focus on infrastructure-grounded “ground-truth”
validation that remains effective even when application-layer
GPS defenses are bypassed.



Mitigation goal and scope. Our goal is to build a city-scale
integrity pipeline that can detect Sybil-style manipulation of
mobile GPS reports by flagging disagreement between GPS-
reported traffic conditions and camera-observed vehicle ac-
tivity. Thus, we do not aim to replace primary Sybil defenses
(e.g., attestation, identity friction, or behavior-based filtering).
Instead, we provide an independent, infrastructure-grounded
verification signal that supports conservative monitoring deci-
sions when persistent cross-source inconsistencies arise.

Research questions. Our implementation is organized
around three questions that together test whether the proposed
verification pipeline is practical and effective at city scale.

* (RQ1) Can camera-derived vehicle-count signals, ob-
tained from low-rate/resolution camera interfaces cities
typically expose (i.e., periodic frames, not continuous
video), be spatially matched and aligned with GPS-based
traces well enough to enable cross-source validation?

¢ (RQ2) Can residual-based GPS-camera mismatch scor-
ing detect targeted Sybil-style false congestion at city
scale?

¢ (RQ3) If mismatch can be detected where cameras exist,
can we extend verification to camera blind spots by using
consensus from neighboring intersections when a center
camera is missing or not installed?

4 Our Approach: Real-Time Pipeline for Traf-
fic Verification with Street Cameras

In this section, we describe the inputs to our real-time veri-
fication pipeline and the practical challenges it must handle.
Our design is motivated by the threat model in Section 3.

As reviewed in Section 2, most prior defenses oper-
ate within the reporting ecosystem (e.g., authentication or
anomaly detection at the report-level). These mechanisms
can raise the attacker’s cost, but they still lack physical evi-
dence of what is happening on the road. Since an adversary
can manipulate GPS-derived reports at scale, integrity checks
benefit from a validation signal that is not produced by the
same reporting channel.

We therefore use street cameras as an infrastructure-based
verification layer in a city-compatible setting: periodic camera
frames paired with a commercial GPS-based traffic feed. Our
pipeline cross-checks the two sources and raises an alert when
disagreement persists beyond normal variability, producing a
practical integrity signal for monitoring.

Pipeline Sources: Cameras and GPS  Our goal is to build a
verification pipeline that plugs into existing municipal sensing
infrastructure. Because bandwidth constraints and privacy-
oriented policies often limit what cities can expose, we restrict

ourselves to the minimal public interface [24,25]: periodic
traffic-camera frames, rather than assuming continuous, high-
rate streaming access. This design choice also defines a core
technical challenge: the camera input yields vehicle counts,
not direct speed estimates (as full video stream tracking might
provide), so verification must relate count-based activity to
GPS-derived congestion intensity.

The first input to our pipeline is, for each camera loca-
tion, a timestamped vehicle-count time series paired with
the camera’s coordinates. To obtain these counts, we rely
on the collection and processing pipeline of [11, 34], built
over NYC Department of Transportation (DOT) public traffic
cameras [25], and the COSMOS NSF testbed [11,28]. The
system of [34] ingests the DOT feeds and performs vehicle
counting using YOLO-LR, an adaptation of YOLO optimized
for low-resolution footage. This design is important for gen-
erality: NYC DOT streams are 352 x 240 pixels, well below
standard object-detection dataset resolutions. Upstream pro-
cessing in [34] was performed on a single compute node
equipped with dual NVIDIA A100 40 GB GPUs, producing
per-camera count series at 15 s granularity (with class-level
counts) that we use as the cameras’ input.

The second input is a GPS-derived traffic feed from the
TomTom Developer Traffic Flow API [31], which provides
real-time, link-level measurements aligned to road geometries.
For each road segment, TomTom reports a timestamped traffic
level value in the interval [0, 1] that indicates the relative traf-
fic level: it is calculated as the current speed on the segment
expressed as a fraction of its free-flow speed, highlighting
areas of congestion when the fraction drops. TomTom fur-
ther classifies traffic conditions based on how much slower
vehicles are moving compared to free-flow conditions [32].
We ingest and store the API stream per segment as provided,
while preserving the original timestamps.

These two inputs are heterogeneous: cameras provide ve-
hicle counts from fixed viewpoints, while TomTom provides
a link-level congestion indicator derived from relative speed.
Bridging this gap lies in the core design problem. In the re-
mainder of this section, we describe (i) the sensing challenges
of working with periodic frames and relating those counts
to GPS-based congestion; and (ii) the spatial challenges of
aligning cameras to the road map.

Sensing Challenge: Working From Frames and Matching
Counts to GPS Because the camera interface is frame- or
count-based, the main challenge is extracting a stable activity
signal and making it comparable to the GPS congestion indica-
tor through aggregation, smoothing, and careful missing-data
handling.

Another sensing challenge is camera availability. DOT
feeds are not uniformly continuous: outages and missing inter-
vals vary across locations and days. In our pipeline, missing
camera periods are treated as no observation (not as zero traf-
fic), and we can exclude those timestamps from cross-source



scoring and, when needed, concatenate contiguous observa-
tion blocks rather than forcing a fully dense time series. This
keeps the detector from being biased by gaps and allows the
baseline relationship to be learned from the data that are actu-
ally observed. In addition, as we show in Section 5.2, neigh-
boring intersections can often provide corroborating evidence
when a given camera is unavailable, offering a conservative
fallback under partial coverage.

At fine granularity, camera counts are noisy. We thus stabi-
lize the camera signal before comparison by aggregating into
coarser bins and applying rolling smoothing when needed.

Spatial Challenges: Camera Viewpoint and Area-Based
Association A second challenge is spatial alignment. A
street camera observes a particular viewing direction and
a partial set of lanes, which often does not map cleanly to
a single road segment, especially near intersections. Rather
than assuming a one-to-one camera-road mapping, we treat
each camera as representing a local area around its fixed
coordinates and associate it with all nearby road links within
a radius.

This area-based association is robust to viewpoint
uncertainty and road geometry, and it provides a practical
basis for comparing camera-observed vehicle activity with
GPS-derived congestion on nearby links. Section 5 and
Figure 3 detail the spatial association procedure.

In the next section, we show that these challenges can
be handled at city scale: despite the mismatch between
camera vehicle counts and GPS-derived congestion intensity,
the fused signals support detection of injected Sybil-style
manipulation. We also address camera blind spots by using
neighboring intersections for consensus when direct camera
observation is missing.

S Implementation and Analysis

In this section we present the implementation and experi-
mental analysis. In Section 5.1 we describe the GPS-camera
verification pipeline and attack detection; in Section 5.2 we
evaluate robustness to missing cameras via spatial neighbor
consensus.

5.1 Cross-Modal (GPS-Camera) Fusion and
Manipulation Detection

We next describe how we connect street cameras to GPS-
derived traffic signals and use the resulting cross-check to
detect an attack. Building on the challenges in Section 4, we
suggest spatial association, stabilization, and residual-based
mismatch scoring.

5.1.1 GPS-Camera Spatial Matching and Alignment

Our first step is to make the camera and GPS streams com-
parable in space and time. We associate each camera with
nearby road links using TomTom road geometries: for each
camera’s latitude/longitude, we consider road polylines' in
the traffic database and retain links whose geometry falls
within the camera’s local neighborhood.

As illustrated in Figure 3, we match a road link to camera i
if a point along the link’s polyline falls within a fixed radius
of the camera’s location. In our baseline configuration, we
use a radius of 0.01 miles. This rule does not assume that the
camera observes the entire link; Rather, it defines a conserva-
tive spatial neighborhood for comparison. This can be useful
when the camera direction is unclear, just its location.

Given the matched link set for camera i, £(i), we compute
a corresponding GPS signal by aggregating link-level values
at each timestamp using the mean of the traffic level across
the associated links:

traffic_levely(r) = Z traffic_levely(r).
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In the Manhattan configuration, this procedure yields more
than 50,000 unique associated links across 265 cameras.

After spatial aggregation, each camera i is paired with a
corresponding GPS-derived signal summarizing traffic on
its nearby road links. Yet the two sources are sampled very
differently: camera counts arrive every 15 seconds, whereas
TomTom actual values updates are asynchronous and may
vary across links and time.

We therefore align the streams explicitly. We first trans-
form the aggregated TomTom traffic level into a congestion-
intensity signal,

gi(t)=1—traffic_level,(t),

so that larger values correspond to heavier congestion. We
treat missing intervals as no observation (not as zero con-
gestion) and align each camera count series with its corre-
sponding g;(¢) using nearest-neighbor (as-of) matching under
a bounded time tolerance. Finally, to account for noise and
differing update rates, we evaluate a range of uniform tem-
poral aggregation and smoothing windows before computing
cross-source agreement and mismatch scores.

5.1.2 Mismatch Scoring and Manipulation Detection

After the spatial matching and temporal alignment, we have
for camera i, a paired observations (¢;(t), g;(¢)), where ¢;(t) is
the camera-derived vehicle-activity signal and g;(¢) is the cor-
responding GPS-based congestion-intensity signal aggregated
from nearby matched road links at time 7.

LA polyline is a piecewise linear curve which is defined by an ordered
sequence of coordinates. Road networks, including TomTom’s, use polylines
to encode roads and routes [16].
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Figure 3: Camera-to-road (spatial) matching: camera (blue),
spatial radius (red), associated road links (grey). A link is
matched if its polyline point lies within 0.01 miles of the
camera; the camera’s GPS signal we treat is the aggregate
traffic_level over matched links.

Because the two sources arrive at different cadences (cam-
era counts at 15 seconds when available, TomTom may update
asynchronously), we first aggregate the camera counts to time
bins before comparison. We choose the smoothing window
empirically: across Manhattan, longer smoothing windows
produce more stable cross-source agreement, and we therefore
use a long-minutes operating window in our evaluation.

For each camera, we fit a pre-attack baseline that captures
the typical relationship between camera-observed vehicle
counts and the corresponding GPS-derived traffic level. Let
zi(t) denote the normalized residual at time ¢, i.e., the devi-
ation between the observed GPS traffic level g;(¢) and the
counts observed by the cameras c¢;(¢). Large positive z;(7)
corresponds to where reported GPS congestion is higher than
what the camera observations would support.

We then use a one-sided local (windowed) accumulation
inspired by CUSUM/MOSUM control to detect mismatch
between the two sources [13,22,26]. 2 We first filter the nor-
malized residual signal z;(¢) to retain only positive deviations
above the noise floor (dictated by x, the slack parameter):

u;i(t) = max(0,z(t) — x).
We then accumulate u; over a rolling window (of length W):

t
sMiy= Y w).
T=t—W+1

We use a finite window to limit long-memory effects. Because
both inputs are noisy (even after binning and smoothing), the
detector should emphasize recent persistent mismatch, and
not to accumulate deviations that can cause delayed alarms

2We use this detector because it accumulates only positive residual evi-
dence (above a certain value), emphasizing the attack impact of upward shifts.
The finite window avoids unbounded history effects and keeps pre/post be-
havior comparable [13,22,26].

based on history charts, nor to let short-lived visual glitches
trigger alarms.

Because different cameras may experience different levels
of natural variance, we normalize the accumulated result us-
ing a threshold #; learned from pre-attack behavior, for each
camera. The resulting alarm score is

High A;(¢) indicates persistent mismatch between the reported
GPS congestion and camera-observed vehicle counts, that
exceeds the camera’s baseline. An alert is raised when A;()
bypass a threshold (set to 1.2). Under our threat model, this
pattern is consistent with Sybil-attack false congestion or
related manipulation of GPS traffic reports, and we treat it as
an integrity signal requiring inspection.

5.1.3 Evaluation Under Injected Sybil-Style Congestion

To model Sybil-driven false congestion, we inject an artificial
increase into the GPS-derived congestion intensity after a
fixed start time, while leaving the camera stream unchanged.
This captures our target attack mode: the GPS-based feed is
manipulated through fabricated reports, so it indicates ele-
vated congestion even though camera-observed vehicle activ-
ity in the surrounding area does not change accordingly.

We use April 21-29 (2025) as the evaluation window, since
this period provided consecutive camera coverage from the
NYC DOT feeds. We activate the injected Sybil manipulation
at April 26. To model the effect of false congestion on the
GPS-derived signal, we add an offset d to the traffic leveled
provided by the GPS metrics (and bounded by the maximal
value of 1):

gMK(r) = min(1, gi(1)+8), 1>,
where 1y is the attack start time and & €
{0.01,0.025,0.05,0.10} support several attack values,
from moderate to severe. We illustrate the detector behavior
on two representative Manhattan intersections, 8 Ave @ 14 St
and I Ave @ E Houston St.

We compute two score trajectories under the same learned
baseline and per-camera threshold: an attacked score (com-
paring the cameras to the manipulated GPS after the attack
activation) and a non-attacked score (using the original GPS
measures). Figure 4 reports results for two representative
Manhattan intersections, 8§ Ave @ 14 St and I Ave @ E Hous-
ton St. We use a decision threshold is of (4;(¢) = 1.2). In both
cases, the attack score (i.e., residual signals) increased after
the attack activation, where larger attack magnitude leads to
an earlier and stronger alarm triggering.

Overall, the results for both intersections are monotone
in the attack magnitude, as post-activation attacked scores
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Figure 4: Pipeline detection results for injected Sybil attacks (Apr 21-29; attack activated Apr 26). Rows: 8§ Ave @ 14 St (top)
and 1 Ave @ E Houston St (bottom). Columns: attack volume & = 0.01,0.025,0.05,0.10 (applied to GPS congestion and clipped
at 1.0). Solid purple: attacked normalized score (relative residual signal), A;(7). Green dashed: non-attacked score under the same
baseline and threshold. Red: alarm threshold (of 1.2). Larger values yield earlier and stronger alarm triggering.

increase when & grows, while the non-attacked trajectories re-
main lower. This supports the pipeline’s ability to distinguish
manipulated regimes under injected Sybil GPS inflation.

5.2 Robustness to Missing Cameras via Spatial
Neighbor Consensus

As discussed, road-camera coverage is incomplete and its
availability can vary over time. This creates blind segments
where GPS-reported traffic cannot be directly cross-checked
against a physical camera. We consider an attacker who man-
ages to manipulate GPS-reported congestion on such a *blind
segment’. Our solution is therefore a neighbor-consensus
check: when the center camera is missing or unavailable, we
use nearby intersections as corroborating evidence. If GPS
indicates sustained congestion while surrounding cameras
show no corresponding increase in vehicle activity, we flag
the report as suspicious.

Neighbor consensus uses a common reliability principle in
networked sensing: an isolated anomaly is treated as suspi-
cious unless supported by nearby sensors within a spatiotem-
poral neighborhood. In wireless sensor networks, fault and
outlier detection exploits local spatial correlation, using neigh-
borhood agreement to separate real events from noise, faults,
or adversarial injections [5,40]. A similar concept appears in
smart-grid security, where redundancy and cross-checking is
carried to indicate a false-data injection [8,21]. Transporta-
tion sensing applies similar logic for data-quality diagnostics
and imputation: isolated anomalies are often treated as sensor
faults unless corroborated by neighboring detectors [7,35].

Our objective is slightly different: we use neighboring con-
sensus as a mismatch integrity mechanism to validate GPS-
reported congestion.

5.2.1 Neighbor Consensus Method Demonstration

We study two center locations: (i) 5 Ave @ 57 St and (ii)
Amsterdam @ 72 St. These cases illustrate two neighborhood
structures. For 5 Ave @ 57 St, we use nearby cameras along
57th Street and the adjacent avenues. For Amsterdam @ 72
St, we use a broader set of surrounding cameras spanning the
local intersection neighborhood. Figure 5 depicts the intersec-
tions and selected neighbors.

Note that we choose center locations that do have a working
camera, so we can evaluate whether a neighbor-based con-
sensus would have provide the same load magnitude which
we can use to detect Sybil attacks. If neighbor agreement is
strong in this setting, it supports using neighbors as a mis-
match mechanism when the center feed is missing.

For each camera i, we smooth the vehicle-count stream
and aggregate it into fixed-length bins. We then label a bin
as high-load when its value is unusually high relative to that
camera’s baseline over the analysis window. Concretely, we
apply this camera threshold scaled by a factor of o0 = 0.75.

We then mark a center bin as unique if the center is consid-
ered high, but none of its neighboring cameras are considered
high in the same bin or the immediately preceding bin (to al-
low for small timing offsets). Clearly, a low fraction of unique
bins means that high-load events at the center are usually
experienced by the nearby cameras, which supports using
neighbors as an integrity signal when the center camera is
unavailable.

Table | reports the number of center high traffic bins and
the number of unique center bins. The observed unique rates
are low. Thus, our pipeline will flag a blind-segment GPS
report as suspicious if it indicates of high traffic level while
neighboring cameras remain non-high around that timestamp.



(a) Case A: 5 Ave @ 57 St and (b) Case B: Amsterdam @ 72 St
surrounding cameras. and expanded surrounding set.

Figure 5: Two blind-spot case studies used for neighbor con-
sensus analysis.

Intersection #Nbrs High Traffic Unique  Rate
5 Ave @ 57 St 5 580 34 5.86%
Amsterdam @ 72 St 12 636 1 0.16%

Table 1: Neighbor consensus (5-min bins; 60-sample window;
camera threshold scaled by a factor of o@ = 0.75).

6 City-Scale Evaluation: Pipeline Demonstra-
tion across Manhattan

We next demonstrate that the two methods developed (in Sec.
5.1 and Sec. 5.2) scale beyond specific intersection examples:
(i) GPS-camera mismatch can be used for Sybil attacks detec-
tion across hundreds of locations, and (ii) neighboring cam-
eras across Manhattan can provide a conservative integrity
signal when a camera is missing (blind spots). Within New
York City, we focus on Manhattan as its camera density and
road complexity provide a challenging urban setting.

6.1 Manhattan-Wide Attack Detection

We scale the GPS-camera mismatch detector and carry a
Manhattan-wide run of the pipeline. We use the same pipeline
and parameters as in Section 5.1: cameras are matched to
nearby TomTom road links using a 0.01-mile radius, counts
are resampled and smoothed, and mismatch is scored using
the one-sided normalized windowed accumulation signal. We
evaluate all Manhattan cameras with sufficient coverage be-
fore and after the attack activation during Apr 21-29.

A practical issue at this scale is that a small subset of loca-
tions is chronically unstable in this dataset (e.g., fragmented
availability, blank intervals, or varied count behavior), which
can trigger alarms even in the non-attacked baseline. Since
such feeds are not usable for integrity monitoring without site-
specific handling, we exclude such cameras. This yields a fil-
tered evaluation set of 223 cameras out of 265 initially usable
cameras (about 15% removed). We report the Manhattan-wide
results on this filtered set.

We model a Sybil-style manipulation by inflating the GPS-

derived congestion signal for each camera i out of the 223
relevant cameras. Concretely, we add an offset  to the per-
camera fused GPS congestion intensity g;(¢) after the attack
start time, creating an attacked metrics:

gMK(r) =min(1, g;(t) +3), ¢ >,

where 1o = Apr 26, 2025 00:00. We range the attack volume
6 €{0.01,0.02,...,0.20} to assess the impact of its volume
on the detectability, and compute detection rates over the
filtered camera set.

Figures 6 and 7 summarize the Manhattan-wide results. Fig-
ure 6 shows per-camera outcomes for a representative attack
magnitude (8 = 0.05), with 91.5% detection rate. Many of
the remaining non-detections are spatially concentrated rather
than uniformly distributed. For example, several cluster near
the Queensboro Bridge corridor on the east side of Manhat-
tan, which may reflect location-specific variability. Notably,
as the injection magnitude increases, these areas also begin to
trigger, and the non-detection region shrinks accordingly. Per
Figure 7, which reports detection rates across the full range
of the magnitudes, detection increases monotonically with
attack magnitude: it rises from 18.8% at = 0.01 and reaches
~2 99% by & = 0.10.

Overall, detection follows the same monotonic trend
and saturates as the injected manipulation grows. These
Manhattan-wide results show that GPS—camera mismatch
monitoring remains effective when applied at city scale,
across hundreds of intersections.

6.2 Manhattan-Wide Neighbor Consensus for
Blind Spots

We next generalize the spatial neighbor consensus demon-
stration beyond the two intersections we studied in Section
5. We treat each camera i in Manhattan as a potentially miss-
ing center. We measure how often its high-load bins are not
corroborated by surrounding cameras.

For each camera i, we take its five nearest neighboring
cameras (by geographic distance) as the comparison set. We
smooth each camera’s vehicle-count signal (running average
over samples) and aggregate it into bins. As before, a bin is
marked high-load when the center camera’s binned value is
high relative to its own baseline.

We then mark a red center bin as unique if none of the
neighbors are red in the same bin or in the immediately previ-
ous bin (to allow for small timing offsets). Finally, for each
camera we summarize neighbor consensus using the fraction
of high-traffic bins that are unique:

) # unique high-traffic bins at
8} Rat =
niqueRate(c) # high-traffic bins at ;

Lower unique rates indicate stronger neighbor agreement.”

3Intuitively, a high-traffic bin is unique only when the center camera
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Figure 6: Per-camera outcomes at additive attack 6 = 0.05
on filtered Manhattan cameras (n = 223). Gray: no detection.
red: (clear) detection.

Figures 8 and 9 summarize results for Apr 21-29, 2025
over the active Manhattan cameras. The city map in Fig. 8
shows that most locations are in the low-unique-rate regime,
with a smaller set of outliers. Note that the remaining outliers
are not uniformly distributed. Several appear near boundary
regions such as bridge approaches and major tunnel entrances
(e.g., the Midtown Tunnel), where the ‘nearest neighbors’
within Manhattan may not capture the same traffic dynamics.
In these areas, the natural neighborhood for corroboration can
span across borough boundaries.

The distribution/CDF view in Figure 9 confirms this quan-
titatively: the median unique rate is 3.32% (mean 8.67%),
73.62% of cameras have unique rate at most 10%, and 84.66%
have unique rate at most 20%.

From a security perspective, these Manhattan-wide results
support using nearby cameras as a mismatch signal when a
center camera is missing. Locations with low unique rates can
use stricter neighbor-based validation rules.

indicates high load but none of its neighbors do; thus, fewer unique bins
means high-load periods are likely to be observed by at least one neighbor
camera.
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Figure 7: Manhattan-wide detection and clear-detection rates
versus additive attack magnitude & € [0.01,0.20] (filtered cam-
eras, n = 223). Detection rates increase monotonically with
attack magnitude and saturate for larger 9.

7 Discussions and Limitations

The Multi-Modal Approach to Integrity Validation Ex-
isting Sybil defenses (including endpoint attestation, behav-
ioral filtering, and identity analysis; see Section 2) provide
an important defense layer. The defense schemes can raise
attacker cost and block low-effort manipulation. Yet, because
these defenses still reason primarily over device-generated
reports, they remain constrained by the fact that the attacker
can control the reporting channel. A determined adversary
is likely to still bypass these mechanisms using many real
devices, or mimic benign mobility patterns closely enough to
confuse detectors.

Our pipeline adds an independent verification layer using
multi-modal approach. Street cameras provide infrastructure-
grounded evidence from outside the GPS reporting channel:
they observe actual vehicles at fixed locations and allow us to
derive aggregate signals (vehicle counts) that can compare to
GPS-derived congestion.

Combining the two data inputs increases attack cost di-
rectly. Now, to create false congestion without triggering an
alert, an adversary must either manipulate device reports while
also producing consistent physical effects, compromise infras-
tructure sensing, or exploit the cases where inputs are not
available. While this does not guarantee perfect security, it
provides a stronger mechanism than relying on device reports
alone. Our Manhattan-wide evaluation further shows that this
mechanism scales and remains useful even with natural cam-
era coverage gaps.

Note that an attacker could also, in principle, target camera
infrastructure or stage physical effects. Thus, this design on
its own is not an absolute source of trust. However, this repre-
sents a different class of attack than Sybil injection, typically
requiring localized presence and/or infrastructure intrusion
rather than scalable remote data injection. In this paper, we
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Figure 8: Manhattan-wide neighbor cross-validation (k = 5):
per-camera unique-rate map. Color encodes unique rate, and
marker size encodes unique-bin count. Most locations are in
the low-unique regime, with a smaller set of spatial outliers.

do not attempt to defend against a strong adversary who can
compromise municipal camera infrastructure, tamper with
video feeds, or systematically stage physical traffic to match
a fabricated congestion narrative. Those remain outside the
scope of our threat model.

Privacy, Anonymity, and Data Handling. Camera-based
sensing raises privacy concerns, particularly in municipal
deployments where data may cross organizational bound-
aries, and especially where pedestrians are part of the envi-
ronment. Our pipeline operates on aggregate vehicle counts;
it requires neither storing identifiable imagery nor tracking
vehicles across a sequence of cameras views. Nevertheless,
real-world deployment requires clear data governance, includ-
ing access controls, auditing, and transparency about what is
collected and how it is used.

A practical requirement is that privacy protections must
be enforced before any video or derived data leaves the lo-
cal sensing domain. This aligns with prior work on the NSF
PAWR COSMOS testbed, which demonstrated a real-time
anonymization pipeline for smart-city intersections that re-
moves sensitive identifiers (e.g., pedestrian faces and vehicle
license plates) at the edge, enabling downstream analytics
without exporting raw identifiable video [2, 11].

Accordingly, we recommend an ’edge-first’ deployment
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Figure 9: Manhattan-wide neighbor cross-validation (k = 5):
distribution of unique rates (top) and cumulative distribution
function (bottom). The mass near low values indicates that
neighbor cross-validation is strong for most cameras, with a
long but limited high-unique tail.

model for our pipeline. L.e., process raw camera feeds locally,
and export only privacy-preserving aggregated data (in our
case, per-camera vehicle-count time series) to the downstream
mismatch detector.

Why not rely on cameras alone? A natural question is
whether we could avoid integrity risks posed by mobile de-
vices at all, by relying entirely on camera-based sensing.
While street cameras provide strong, infrastructure-grounded
evidence at specific locations, they do not replace GPS-
derived telemetry. GPS feeds offer broader spatial coverage
and different operational value: they support end-to-end rout-
ing and trip planning, and in many settings they provide
demand-side context that cameras cannot directly observe
(e.g., where vehicles intend to go, as captured within naviga-
tion apps). They also enable city-scale mobility statistics with-
out depending on the availability of camera streams across
jurisdictions.

For these reasons, our goal is not to replace GPS-based traf-
fic inference, but to treat cameras as an additional verification
source when integrity is in doubt.

8 Conclusions

In this paper, we addressed the integrity risk posed by Sybil
attacks against GPS-based traffic inference in navigation plat-
forms, including routing and planning for automated-driving
systems. To add infrastructure-grounded evidence, we pro-
posed using fixed street cameras as a real-time verification



layer for GPS-derived traffic signals.

We presented and implemented a city-scale GPS—camera
pipeline that (i) associates each camera with nearby road links,
(ii) aligns camera-derived vehicle counts with GPS-based con-
gestion metrics, and (iii) scores cross-source mismatch using
residual-based detection. We also addressed camera blind
spots: since coverage can be incomplete or intermittent, we
evaluated a neighbor-consensus test showing that surrounding
intersections can often support conservative detection even
when direct camera evidence at a target location is missing.

We evaluated the pipeline at city scale using New York
City data (NYC DOT cameras and TomTom traffic levels).
Across Manhattan, with more than 200 active cameras, the
system achieves strong detection under injected GPS inflation:
it reaches 91.5% clear detection at a moderate attack level
and approaches 99% under stronger manipulations.

Overall, these results suggest that “digital eyes on the road”
can complement report-based defenses by providing a de-
ployable multi-modal detection signal for traffic inference.
Future work includes evaluating additional attack strategies,
extending coverage beyond dense urban cores, and integrating
additional infrastructure signals to account for attacks on the
cameras themselves.

Ethical Consideration This work does not raise any ethical
concerns.
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